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Abstract

Optimal Maintenance of Hot Dip Galvanized Steel

Exchange VS full refurbishment of an asset with 100 years
expected life in a C2 (steel)/ C3(zinc) environment
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Figure 1 Summary of estimated total maintenance, cost, climate and NOx footprint for refurbishing a HDG
power transmission tower in C2 (steel) C3 (zinc) with an expected service life of 100 years .

Atmospheric corrosion of HDG coatings are often approximated with general atmospheric corrosion
of zinc using corrosivity exposures as per EN-1SO 9226. This approximation is probably good for the
initial corrosion rate of a newly produced HDG surface, and with some margin, probably also relevant
for the complete HDG layer.

In most well aerated installations, general atmospheric corrosion on zinc is very low, usually about
0,5-2,0 um per year, (in Sweden). Based on the general corrosivity of zinc, a HDG coating with a
thickness of 80 um should give an expected service life of about 40 to 160 years. In that respect, hot
dip galvanizing is probably one of the most long-lived corrosion protection for atmospheric
installations.

If the installation is exposed to salt and often damp conditions, the situation may be very different. For
instance, at Bohus-Malmdn, an exposure station on the west coast of Sweden, the corrosivity of zinc in
2020 was measured to be C3 or 7,6 g/(m? * y) on panels exposed to the south at an inclination of 45
degrees, resulting in an expected life of about 80 years for an 80 um thick HDG coating. At the same
location, the corrosivity on panels facing north under an inert rain protection showed a corrosivity of
C5 or 35,9 g/(m? * y). The corresponding corrosion rate for north facing samples was about 5 pm per
year resulting in an expected life of about 16 years for an 80 um thick HDG coating.

This corrosion behaviour may lead to hot spots of relatively high corrosion on HDG steel structures. It
is therefore quite likely that the practical service life of a given HDG steel structure will be dictated by
the corrosion rate at hot-spots. A design life approximation based on zinc corrosion rates for well
aerated samples exposed in a favourable way, (for instance as described in ISO 9226) may therefore
risk to over-appreciate the practical life of a given HDG structure. To find an optimal strategy to
prolong the life of HDG steel, it is probably important to find a practical and economically viable way
to repair hot spots of corrosion damage on HDG steel.
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One common installation where HDG steel might be at risk for galvanic corrosion is where the coated
steel members is partially cast in concrete and the HDG steel has come into contact with the
reinforcement bars (rebars), galvanic corrosion of this kind can lead to a very quick depletion of the
zinc coating and perforation of the underlying steel. Methodology to avoid and prevent such corrosion
problems have been described in this report.

Inspecting HDG-steel for corrosion damage is somewhat different from inspecting steel coated with
non-metallic protective coatings. Painted steel that has started to rust is relatively easy to spot by
examining the steel visually for damage. Corrosion hot-spots, rust spots, flaking, cracking or blistering
in an organic coating is usually assessed visually according to the 1SO 4628 series. Coating defects of
this type will generally constitute weak points in the coating that sooner or later will be accompanied
with rusting of the base material. When it comes to HDG steel, the method described in EN ISO 4628
is not ideal. A HDG coating consists of several distinct layers of steel/zinc alloys, typically a HDG
coating will consist of up to four Fe/ Zn layers with varying amount of steel content. When the outer
zinc layer of a HDG coating has been consumed, the degradation of the coating will continue with
consumption of steel/ zinc alloys. The steel alloys give rise to brownish corrosion products that may
appear as rust. This type of corrosion is often called alloy corrosion of HDG. Because the steel/zinc
alloys also have a good protective effect, any corrosion assessment of HDG-steel must include coating
thickness measurements of the coating. To correctly perform thickness measurements of HDG-steel,
the coating must be treated by scraping or steel wire brushing to remove any corrosion products that
may have built up on top of the HDG coating.

Five different coating systems have been investigated by inspection of reference objects. The emphasis
has been on trying to find reference objects that are well documented and that have been coated a long
time ago. The study has focused mainly on zinc-rich coatings, with special interest in zinc-rich
coatings that have been used as stand-alone systems, i.e. without any topcoat. Such coating systems
can increase the applicability and ease of use as repair or refurbishment systems for HDG-steel
structures. The references used in the study includes coating systems applied on low alloyed steel. The
performance of coatings on steel is important for any coating used to repair HDG-steel. The results
from the reference inspections is available in a separate report. [1] Some of the highlights from the
report are as follows:

The breakdown mechanism of a coating can be very important when considering the corrosion
protection of an asset from a life cycle perspective. It is evident that all the zinc-rich coatings studied
deteriorated from the outside and in rather than via under-rusting and flaking. This mode of
breakdown can be very advantageous, it means that the assets can be spot repaired to a higher extent
than if they were protected with a coating system that deteriorates via flaking and loss of adhesion. A
relatively easy and ad hoc maintenance protocol for single layer zinc-rich coating systems can reduce
the need for downtime and secondary cost for maintenance of the asset.

Maintenance of HDG steel should be divided into two subcategories, repairs and refurbishment. In this
study we have used the term repairs for any treatment of a small damage to the coating of a HDG steel
structure. It could be mending mechanical damage due to shipping, correcting surfaces affected by
welding or treatment of corrosion hot spots on a relatively small area. A refurbishment of a HDG steel
structure would in contrast to repairs treat a larger part of the structure, Typical examples are recoating
an old structure with depleted zinc coating or correcting new steel members with a HDG coating with

) Small damage on new HDG steel

e If the corrosivity is low, C3 (for zinc) or lower, small damages can be left unattended provided
that they are not located in safety critical areas of the steel structure.

If small damages shall be repaired, any of the following can be recommended:

e Washing, grinding with abrasive paper, brush painting with waterborne zinc silicate
e Washing, blasting to Sa3, and coating with thermally sprayed zinc or Zn/Al
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e Washing, blasting to Sa2'%, and painting with a zinc-rich coating product

) Refurbishments of complete steel structures

Complete refurbishment of HDG steel structures with worn out corrosion protection may be
refurbished by any of the following:

The Induron method (see section 9.6)

Wet abrasive blasting followed by painting with vinyl coating

Wet abrasive blasting followed by painting with zinc-rich coating

Dry abrasive blasting to Sa3, followed by coating with thermally sprayed zinc or Zn/Al

In this study, three different exposure sites have been selected. Exposure station at Ryda, google
coordinates 59.761308, 17.128214. The site can be described as a rural area, the corrosivity is
measured annually and is usually C2 for carbon steel and C3 for zinc. Exposure station Bohus-
Malmon, google coordinates: 58.325998, 11.316686, can be described as a marine environment,
approx. 50m from seashore. The corrosivity is measured annually and is usually C5 for carbon steel
and C3 for zinc. Exposure station Boras, highway 40, google coordinates 57.704325, 12.837009, can
be described as road environment, the samples are located approximately one meter from the freeway,
corrosivity not quantified during this exposure, but previous exposures have indicated a corrosivity of
C4 for steel and C4 for zinc along highway 40.

An inspection of the samples exposed at Bohus-Malmon was made on the 22" of may 2022 after 32
months. Premature coating failure was noted both on Zinga and ZingAlu samples. Coating degradation
was found exclusively on the steel side of the flat specimens. The inspection results showed that all
other coating systems gave adequate corrosion protection for 32 months in a corrosivity described as
C5 for steel and C3 for zinc. At this point, a full destructive assessment of the samples was deemed
not meaningful because most samples were virtually unaffected by corrosion. HDG-coatings usually
have a very long life span in atmospheric conditions and coating systems used for repairing or
refurbishing HDG steel should also have a long life to protect the steel in an optimal way. It is
therefore impossible to perform natural corrosion testing of zinc rich coatings within a three year
research project. The natural corrosion testing will continue after the project is formally ended. The
progress of the sample deterioration will be followed yearly to assess the life span of the coating
systems. When enough information has been gained from the corrosion testing the project will
perform evaluations of the coating systems and publish the result in a written report containing
estimates of the expected service life of the studied methods.

Pretreatment using blasting is a large contributor to the overall environmental footprint. This can be
reduced by using laser cleaning to prepare the surface. Laser cleaning also reduces the amount of
hazardous waste. The LCA model includes virgin zinc for TSZn and HDG steel. Zinc in coatings may
come from zinc dross, recycled from galvanizing plants and many zinc coatings are based on recycled
zinc. The zinc origin has a significant factor in the LCA and hence for the resulting environmental
footprint. Thermally sprayed Zn and zinc silicates are good options where blasting is possible. Without
blasting possibilities, Induraguard 9200 appears to be an interesting alternative. To minimize the NOx
emissions, it is important to reduce pretreatment by blasting and to use coating products with low
VOC, alternatively to use coating products formulated with VOC with low smog forming potential.
Typical solvents that give high smog forming potential are aromatic solvents such as xylene and
toluene.
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1 Introduktion pa Svenska

Snabba och relativt sett enkla metoder for reparation av varmforzinkade stalkonstruktioner har
potential att minska kostnader och effektivisera underhallet for en aldrande infrastruktur. Syftet med
detta projekt har varit att undersoka mojligheten att forlanga livslangden pa uttjanta och skadade
zinkskikt sa att den totala kostnaden for reparation eller ombyggnation av varmforzinkade
stalkonstruktioner kan minimeras, samt att underhallsatgarder kan genomforas effektivt och pa ett
miljomassigt hallbart satt. Malet med detta projekt ar att utveckla metoder for tillstandsbedémning,
och ta fram en optimal underhallsmetodik for varmforzinkat stal. Arbetet har baserats pa
omvarldsanalys, inspektioner av referensobjekt, korrosionsprovning och livscykelanalyser. Foreslagna
reparationsmetoder har darmed utvérderas ur teknisk, ekonomisk och miljéomassig synvinkel med det
overgripande malet att finna en holistiskt optimal underhallsmetodik. Projektet forvantas ocksa ge en
objektiv grund for en fordndring nuvarande standarder géllande reparation av varmforzinkning.

Arbetet har koordinerats av RISE och utforts inom en arbetsgrupp bestaende av: RISE, St Control,
Tikkurila Sweden AB, Zinga Sweden AB, Oerlikon Metko, Agaria, IPM Norden AB, Dala zink
och Induron. Projektet har finansierats av Svenska kraftnét, Nordic Galvanizers/ European General
Galvanizers Association (EGGA), Trafikverket och Infra Sweden 2030 ett forskningsprogram av
Vinnova, Formas och Energimyndigheten.

2 Introduction

Fast and relatively simple methods for repairing Hot-Dip Galvanized (HDG) steel structures have the
potential to reduce costs and streamline maintenance of aging infrastructure assets. The purpose of this
project has been to investigate the possibilities of implementing new maintenance methodologies for
HDG steel that could contribute to increased productivity, lowered cost and environmental impact of
Swedish infrastructure. The savings are expected to come from life extension of existing infrastructure
where rerouting and downtime has a major impact on the total cost estimate for a steel structure
replacement. The aim of this project was to propose methods for condition assessment, and to develop
an optimal maintenance methodology for hot-dip galvanized steel structures. Proposed repair methods
and methods for refurbishment of steel profiles have been evaluated from a technical, economic and
environmental point of view in an attempt to find a holistic best practice solution for HDG
maintenance.

The work has mainly been performed by RISE AB and St Control AB and is based on corrosion
testing, inspections of reference objects, life cycle analysis and state of the art analysis including
contacts with asset owners. The project results are expected to provide an objective basis for
implementing new maintenance methodologies. The ultimate goal of the project is to extend the life of
worn and damaged zinc layers so that the total cost of repair or exchange of old structures can be
minimized effectively and in a more environmentally sustainable way.

This project has been led by RISE AB and conducted within a project consortium consisting of:
Svenska kraftnat (Swedish powergrids), Nordic Galvanizers/ European General Galvanizers
Association (EGGA), Trafikverket (the Swedish road administration), Tikkurila Sweden AB,
Zinga Sweden AB, Oerlikon Metko, St Control, Agaria, IPM Norden AB, Dala zink, and Induron.
The project has been financed by the project consortium and Infra Sweden 2030, a joint
innovation program by Vinnova, Formas and Energimyndigheten.

3 Zinc coatings

Zinc and aluminum are interesting materials when it comes to corrosion protection. These metals
benefit from the combination of being less noble than steel while being prone to form oxide layers that

7

Transaktion 09222115557493726525

Signerat AG, BT



effectively reduce the general corrosion of the metal itself. This means that they are consumed slowly.
Both Hot Dip Galvanized (HDG) coatings and painted coatings can offer galvanic protection to the
underlying steel if there is a damage in the coating. During galvanic protection, the less noble metal is
consumed faster than the steel, which results in a concentration reduction of the oxidizing agent,
(usually oxygen) and a lower mixed potential of the zinc-steel system compared to a steel surface
alone. Both the lower potential and the lower oxygen availability contribute to a relatively slow
corrosion of the steel. An intact HDG coating is impermeable to water and oxygen and therefore gives
an unparalleled barrier protection compared to painted coatings. Painted or thermally sprayed zinc
coatings are often relatively porous. Zinc coatings have the beneficial property of forming slightly
basic corrosion products such as zinc hydroxides and zinc carbonates. The basic zinc corrosion
products can effectively neutralize the acidic conditions that can develop under a coating as result of
anodic delamination. For these reasons, metallic zinc and zinc rich coatings are often the primary
choice for mitigating atmospheric corrosion. They are used throughout the world, in industry,
infrastructure, and the building sector.

3.1 HDG coatings

It is unclear when HDG started to be used as corrosion protection, but the earliest documented
discovery might have been made by the French chemist Melouin in 1742. He described a method to
coat steel by dipping it into a bath of molten zinc. The first patent on galvanizing was granted to the
Frenchman Sorel in 1836, and the first installation of hot dip galvanized steel is thought to have been
ordered by the English navy in 1844. By 1850 galvanizing had become an industry with about 10 000
tonnes of zinc being applied in the UK. [2] In 2017 the estimated world-wide annual zinc production
was about 12 million tonnes. Including zinc recycling, the total figure of zinc consumption summed up
to about 16 million tonnes. [3] A substantial part of the zinc production is used in various anti-
corrosion coatings. For example, in 2009, 55 % of the consumed zinc in the US was used by the
galvanizing industry. [4] Today, hot dip galvanizing is one of the most efficient and durable corrosion
protection systems known for atmospheric exposures.

Generally speaking hot dip galvanizing is a process that is performed in four steps: Steel components
to be galvanized are cleaned and degreased, followed by pickling, fluxing and immersion in a zinc
bath at about 460 °C. Normally, steel to be coated does not require pretreatment by abrasive blasting.
During the dipping process zinc reacts chemically with the steel to afford a zinc/steel alloy with good
adhesion to the steel. Thermally cut edges usually affects the surface composition of the steel resulting
in a reduced reactivity between the steel and the zinc. It is therefore recommended that thermally cut
edges shall be removed prior to hot dipping. For a successful HDG process, the choice of steel is
important. The elemental analysis of the steel affects the thickness, morphology and appearance of the
galvanized steel. It is mainly the silicon content of the steel that determines the thickness of the zinc
coating. The phosphorus content of the steel also has a certain effect on the reactivity. For aluminum-
sealed steels, the sum of the silicon and phosphorus content should be below 0.03 mass%. Within a
special range for the sum of the silicon and phosphorus content (0.03 - 0.14% by mass), the reactivity
between iron and zinc becomes very high. In this region, a very rapid growth of the layer thickness
results in a thick and irregular zinc layer with often impaired adhesion between the steel and the zinc
layer. This effect is usually called the Sandelin effect. Hot dip galvanizing imposes certain design
criteria on the steel. The steel structure must be designed without hollow members, alternatively,
hollow members must be designed with adequate drainage to allow expanding gas and molten zinc to
escape from the structure during dipping.

A disadvantage of hot dip galvanizing is that the size of the steel parts to be corrosion protected is
limited by the size of the zinc bath. Being an industrialized process, it is impossible to perform hot dip
galvanizing in the field on existing steel installations. To maintain or prolong the life of HDG steel one
must therefore look for alterative protective coatings that are possible to apply in the field or on-site.
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3.2 Thermal spray metallizing

Thermal spray metallizing is a method that enables very large objects to be coated with zinc,
aluminum or zinc-aluminum alloys. At the spray gun, a melt of the alloy is formed and applied to the
steel structure by means of compressed air. The result is a metal coating usually about 30-300 um
thick. With thermally sprayed zinc, the phase transition between zinc and steel is more well-defined
compared with HDG and the adhesion between the steel and the zinc is purely mechanical. The risk of
poor adhesion and delamination of the zinc layer may therefore be greater with thermal spraying
compared with hot dip galvanizing. Thermally sprayed zinc is also sensitive to pre-treatment of the
steel. Generally, abrasive blasting with a cleanliness of at least Sa 2 %2 -Sa 3 and blasting profile
medium/ coarse grit is required. There are various types of equipment for thermal spraying. The main
types are flame spraying and electric arc spraying. With flame spraying a hot zone in the spray nozzle
is created by the combustion of acetylene and oxygen. With electric arc spraying, a high voltage at the
nozzle forms a high temperature arc that melts the metal. Electric arc spray metallization is somewhat
more effective than flame spraying but the equipment is more expensive and more bulky.
Metallization by thermal spraying is noisy and laborious. Risks of inhalation of zinc metal are also
present. Spray metallizing is common for coating bridges in Norway. One bridge coating system
preferred by the Norwegian road administration (Statens vegvesen) is spray metallized zinc with
subsequent organic coatings. An intermediate layer consisting of MIO-pigmented alkyd paint and
topcoat with alkyd paint is used. In the reference object study performed within this project, a
reference with thermally sprayed Zn/Al 85:15 has been inspected. From the results of that inspection it
is clear that thermally sprayed zinc coatings can give a good corrosion protection without top-coat, at
least in moderately corrosive environments. This result is also supported by previous investigations.
Performed by RISE. [5] Spray metallizing usually provides a very good corrosion protection, but the
method is more time consuming than painting. Spray metallizing is one of the repair methods that is
standardized as preferred method in the European standard for hot dip galvanized steel. EN ISO 1461.

3.3 Zincrich coatings

While galvanizing is a very efficient corrosion protection for structures in atmospheric installations, it
suffers from the drawback that the size of the steel to be coated must fit into the zinc bath. The size
limitation of the hot dip galvanizing process has triggered the development of sprayable zinc-rich
coatings that cure at ambient temperatures. But it was not until 1930 that paint formulations including
metallic zinc pigmentation started to appear. In Europe, zinc rich coatings made with various organic
vehicles such as alkyd-, phenolic-, chlorinated rubber- and acrylic resins were formulated. [6] Almost
simultaneously the first inorganic zinc silicates were invented in Australia by Nightingall. In 1940
Nightingall published a paper on “dimetalization” that describes a formulation of zinc silicates for
corrosion protection of steel. Nigtingall’s zinc silicate, named Galvanite was a heat cured coating
composed of sodium silicate, zinc dust, bicarbonate and red lead. The heat cured inorganic zinc
coatings were very effective. Evidence of that include for example the famous Morgan Wyalla
pipeline that was coated with Galvanite in 1944. The Galvanite presented an alternative corrosion
protection matching that of hot dip galvanizing. However, since the Galvanite was heat cured it
suffered similar drawbacks as hot dip galvanizing. The size limit for steel to be coated was limited, in
this case by the size of the heat furnace. During the late 1950"s and the early 1960°s the self-cured
solvent borne zinc ethyl silicates were first patented. [6] The zinc rich alkoxy silicate coatings are all
based on partially hydrolyzed tetra alkoxy siloxane. But during curing they hydrolyze, and the fully
cured coating is completely inorganic. The zinc ethyl silicates presented a solution to the size
limitation and avoided the impractical post curing. Zinc ethyl silicates became a success and this type
of coatings have been used extensively all over the world in all sorts of applications, including steel in
demanding environments such as offshore oil platforms, hydro power facilities and in the shipping
industry. Today, the zinc ethyl silicates are considered one of the most effective anti-corrosion
protection system that the industry has seen. [7] [6] [8] [9]. During the mid-1960"s through to the late
1970°s NASA published a series of patents related to the development of waterborne silicates that
cures quickly at ambient temperatures, [9] [10] [11] [12]. The NASA patents describes various
inorganic zinc silicates based on high ratio water soluble potassium silicate. The water soluble zinc
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silicates has proven to be an even more efficient corrosion protection than the zinc ethyl silicates.
Studying protective coating specifications from different parts of the world, some trends or cultural
differences may be seen. In Europe, zinc rich epoxy coatings are normally used as the standard primer
of choice. This fact is realized by consulting the EN ISO 12944-5 standard for protective coatings. In
the US, Australia and New Zealand, zinc silicates are more frequently specified. It is well known that
zinc silicates tend to give excellent corrosion protection even in very corrosive environments such as
C5 or offshore, see Fel! Hittar inte referenskalla.. The AS/NZS standard claims that stand-alone zinc
silicates may give a corrosion protection matching that of hot dip galvanizing. They are therefore
interesting alternatives for repairing HDG-steel.

Table 1. Life to first maintenance in years of inorganic zinc silicates (12S) and hot dip galvanizing coatings from
the standard AS/NZS 2312: 2002

System Designation 1SO Environment

C3 C4 C5-1 C5-M Tropical
75 pm IZS I1ZS 1, Solvent Borne [10-15 5-10 1-5 2-10 10-15
75 pm IZS I1ZS 2, Water borne |25+ 15-25 2-5 10-15 25+
125 pm 1ZS I1ZS 2, Water borne 25+ 25+ 5-10 15-25 25+
Hot Dip Galvanized |HDG 600 25+ 15-25 2-5 5-15 25+

3.4 Stand-alone zincrich coatings

During 1972-1973 NASA carried out an extensive investigation of about 200 different coating
systems based on zinc rich coatings, including both organic and inorganic binders. The sample
specimens were evaluated after 18 months outdoor exposure at the Kennedy Space Centre.
Perhaps the most interesting conclusion from the test was that zinc rich coatings perform better
without topcoats. These findings may be relatively old but it supports the idea of using stand-
alone zinc rich coatings to maintain damage on HDG steel. As discussed earlier a single layered
coating would contribute to the “ease of use” that is important for realizing a quick and effective
maintenance methodology. However the study also raises the important questions of the
mechanistic reasons to why zinc rich coatings perform worse when overcoated?

Anodic surface area

The perhaps most straight forward way to explain why stand- . .

. . . . . Figure 2. Tator
alone zinc rich coating may give better performance results in sample plates
corrosion tests is that the anodic/ cathodic area ratio may be much used in the NASA
larger for the stand-alone coatings. For topcoated zincs the anodic study 96
surface is limited to the cross section of the zinc layer exposed in
the vicinity of a scribe or a damage. However, regarding this

hypothesis one must consider that the exposure in the NASA
study was made with non-scribed Tator plates,

Carbonatization

The atmospheric corrosion rate of zinc and zinc rich coatings depends on the time fraction
between dry and wet conditions. The initially formed corrosion products on zinc are relatively
soluble in water. Provided that the zinc surface is exposed to alternating periods of wet and dry
conditions, the initially formed zinc corrosion products reacts with carbon dioxide from the air to
form a dense layer of much less soluble zinc carbonate. The zinc carbonate lowers the rate of
further corrosion [75] and prevents fresh corrosion products from being removed from the surface.
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Therefore, the zinc carbonate formation is an important process for all types of zinc coatings. Top
coated zinc coatings may not be exposed to as many alternations between wet and dry conditions,
and therefore may not develop zinc carbonates as readily.

Wet time

Most zinc rich coatings are pigmented above the “Critical Pigmentation Volume Concentration”
(CPVC). CPVC is the pigment concentration where the pigments are packed as close as possible
and the binder is exactly the amount required to fill the space between the pigments. Many zinc
rich paints are formulated that way to ensure electrical contact between the zinc pigmentation and
the steel substrate, which in turn is a prerequisite for galvanic protection. All organic and
inorganic zinc coatings formulated above the CPVC are porous. They are therefore much more
susceptible to water uptake compared to barrier coatings. In a porous stand-alone zinc coating,
any moisture absorbed into the coating can escape by diffusion across the coating film, followed
by desorption from the surface of the coating, see Figure 2. On the other hand, if a topcoated zinc
is damaged to the steel, water can penetrate into the porous zinc coating under the topcoat. When
the primer underneath the topcoat has become wet, the topcoat may act as a barrier to water
exiting the coating. The water in the primer must then diffuse laterally under the topcoat and
desorb at the coating defect, see Figure 3. These circumstances account for much longer wet times
in corrosion tests with scribed samples of multi layered coating systems based on porous zinc
primers. This may also apply to non-scribed samples, when water penetrates through an intact
topcoat the water inside the zinc layer will stay there for a relatively long time. Water ingress into
topcoated zinc layers is much slower process, but when it eventually happens it results in
prolonged wet-times which may invoke irreversible damage on the zinc pigment.

Desorption
Wet zinc primer Diffusion across /«} Zinc primer
Steel

Figure 3 Drying of a porous stand-alone zinc rich coating. Water diffuse across the coating and desorb from the

surface
Desorption
HA Topcoat
: : >
P I el Lateral diffusion v Zinc primer

Steel

Figure 4 Drying of a Topcoated zinc rich primer. Water diffuse laterally under the topcoat and desorb from
damage in the multilayered coating
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3.5 Barrier type protective coatings

When applying a barrier type coating on top of weathered zinc layers, the pretreatment of the HDG
surface is important. One rule of thumb is that barrier coatings should be applied immediately after
abrasive blasting, or the weathered zinc substrate should be composed of a sufficiently adhering
surface oxide layer. In many instances it may take several years of outdoor exposure for an adequate
paintable surface has developed.

Zinc carbonates

With time when zinc or HDG-steel is exposed to weathering, a greyish patina will develop on the zinc.
The patina is composed of various zinc corrosion products, mainly zinc carbonate, that has formed as a
result of corrosion of the zinc. The corrosion products are slightly basic, has low electrical
conductivity and usually adheres quite well to the underlying steel substrate. These properties makes
zinc patina a very good protection towards further corrosion and it is in fact the primary reason why
zinc is such an important metal for corrosion protection. In order to repair or refurbish an old HDG
steel, it is important to decide what to do with the patina. If the coating shall be refurbished with a
galvanically protective zinc rich coating, it is of outmost importance that all of the patina is removed
prior to overcoating. If the patina is left on the surface, the electrical contact between the zinc in the
zinc rich paint and the steel substrate will not be sufficient for the new coating to offer a cathodic
protection to the underlying steel. However, with some products, that do not rely on zinc pigment
providing cathodic protection to the underlying steel, the porous and tightly adherent patina layer may
be utilized to aid adhesion by providing a rough surface of anchoring points. The presence of zinc
corrosion products can be assessed with simple contact measurements using a standard multimeter. If
there is electrical contact between the electrode and the substrate, a zinc rich coating will have a
chance to create a new cathodic protection for the steel substrate. Conversely if after high pressure
washing of the substrate there is no contact between the electrode and the base material an insulating
patina layer is present on the substrate. The patina layer may have very different roughness
characteristics and some surfaces may provide better adhesion than others. It is therefore important to
assess the surface profile prior to coating product selection.

Figure 5. A HDG steel sheet that has been exposed along a road, the lower part of the sheet, (below the blue
line) has been cleaned and pretreated by slurry blasting. The part above the blue line has been washed with
fresh water. To the left: no electrical contact with the substrate, (resistance in kQ- range). To the right: electric
contact with the substrate, (resistance in Q- range).
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4 Damage in HDG coatings

Damage to HDG coatings can be divided into four categories. Damage in connection with the
galvanizing process, mechanical damage during transport and installation, wear during the service life
of the goods as well as corrosion damage of the HDG steel. Corrosion damage may be subdivided
further into general corrosion, galvanic corrosion and stray current corrosion.

4.1 Damage from galvanizing

Examples of damage to the galvanizing layer during the hot-dip galvanizing process includes:
e Stains without zinc layer, also known as "black spots".
e Acid traps
e Inadequate coating thickness

Stains without zinc occur when the steel surface is not wetted by the zinc melt. No zinc coating is then
formed on the steel surface. This usually occurs when the steel surface is not sufficiently clean and
typical impurities are mill scale residues, welding slag, oils, greases, paints and glue from adhesive
tape. In some instances, traces of acid from the pickling pretreatment may reside in small voids or
corners where washing after pretreatment has not been effective. This type of imperfection is known
as acid traps. Although it might not constitute a damage per say, steel with incorrect alloy composition
or heat treated steel can give lower quality that might not meet the specified coating thickness or
adhesion of the zinc on for example thermally cut edges.

4.2 Mechanical damage

The most frequent occurring damage is probably mechanical damage during transport and installation.
Damage with flaking of zinc layers is often caused by shocks and friction between different parts of
the goods during transport and assembly. It is therefore important to pack the goods in a good way and
to handle coated steel members with care during assembly. It is also worth mentioning that mechanical
damage can be a combined result of poor adhesion and mechanical impact. Although HDG steel
should be designed with bolted connections, it is not unusual to see hot dip galvanized steel that has
been welded after the galvanization process. All welding of HDG steel should be avoided if possible.
The reason to that is manyfold: HDG usually provides adequate corrosion protection in crevices and
on sharp edges such as boltheads, in other words, in contrast to painted steel, joining by welding does
not provide a better corrosion protection. Zinc may diffuse into the weld and thereby weakening
structural integrity and zinc fumes during welding pose a work hazard to welders. Proper repairing of
HDG damage is costly and tedious.

|

Figure 6. To the left: damage from assembly and inferior zinc adhesion to the steel, the damage may have been
avoided with use of proper washers. In the middle: damage from transport, can be avoided with adequate care
during handling. To the right: a damage from welding after the galvanization process.
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4.3 General corrosion

As zinc corrodes under atmospheric conditions, a layer of protective zinc corrosion products form on
the surface, the protective layer makes the general corrosion slower over time during which the
protective layer increase in thickness. For example, a two year corrosivity exposure of zinc will
generally show a lower corrosion rate per year compared with a one year corrosivity exposure at the
same location. After a certain time, the corrosion of the topmost pure zinc layer on a HDG coating will
progress to the underlying Zn/Fe alloy layers. This stage of HDG corrosion is sometimes referred to as
alloy corrosion. Alloy corrosion gives a brownish appearance that resembles ordinary red rust. The
corrosion rate of HDG with alloy corrosion is however much lower than bare steel. Previous literature
studies performed by the Swedish Corrosion Institute [10] show that alloys of Zn/Fe alloys may give
similar or lower corrosion rates compared with pure zinc. Atmospheric corrosion of HDG coatings are
often approximated with general atmospheric corrosion of zinc using corrosivity exposures as per EN-
ISO 9226. This approximation is probably good for the initial corrosion rate of a newly produced
HDG surface, and with some margin, probably also relevant for the complete HDG layer. In most well
aerated installations, general atmospheric corrosion on zinc is very low, usually about 0,5-2,0 um per
year, (in Sweden). Based on the general corrosivity of zinc, a HDG coating with a thickness of 80 um
should give an expected service life of about 40 to 160 years. In that respect, hot dip galvanizing is
probably one of the most long-lived corrosion protection for atmospheric installations. RISE has
several field stations for atmospheric corrosion testing, where the corrosivity of steel varies quite
dramatically between the different stations from very low corrosivity C2 in sub-arctic conditions to
very high corrosivity C5 in marine conditions. [11] However, the corrosivity of zinc at the same
exposure sites differs much less, from C2 in subarctic conditions to C3 in marine conditions, see Table
2.

Table 2. Results from corrosion measurements at different corrosion test sites of RISE.

Exposure site | Corrosivity steel Corrosivgtt):e giategory Corzrti):(i:vity Corrosiv;?r/] é:ategory
g/ m2y | um/y g/m2y| um/y
Gallivare 26 3 Cc2 3,3 0,5 Cc2
Ryda 22 3 Cc2 7,1 1,0 C3
Kattesand 242 31 C3 6,7 0,9 C3
Kvarnvik 3 328 42 C4 8,1 1,1 C3
Kvarnvik west 979 125 C5 7,6 1.1 C3
Brest 750 96 C5 11 15 C3
Le croisty 140 18 c2 9 1,3 C3
Dubai 180 23 Cc2 15 2,1 C3

At Bohus-Malmdn, an exposure station on the west coast of Sweden, the corrosivity of zinc in 2020
was measured to be C3 or 7,6 g/(m? * y) on panels exposed to the south at an inclination of 45 degrees,
resulting in an expected life of about 80 years for an 80 um thick HDG coating. At the same location,
the corrosivity on panels facing north under an inert rain protection showed a corrosivity of C5 or 35,9
g/(m? *y). The corresponding corrosion rate for north facing samples was about 5 pm per year
resulting in an expected life of about 16 years for an 80 um thick HDG coating. The corrosion rate can
thus be very local and vary quite significantly between different parts of a given steel structure.

Other studies [12] [13]performed by RISE have shown that zinc corrosion can be very high, up to C5
or even higher in road environments, for example, in road tunnels the corrosivity was measured to be
up to CX, 9 um/year. This corrosion behaviour lead to hot spots of relatively high corrosion on HDG
steel structures. It is therefore quite likely that the practical service life of a given HDG steel structure
will be dictated by the corrosion rate at hot-spots. A design life approximation based on zinc corrosion
rates for well aerated samples exposed in a favourable way, (for instance as described in ISO 9226)

14

Transaktion 09222115557493726525

Signerat AG, BT




may therefore risk to over-appreciate the practical life of a given HDG structure. To find an optimal
strategy to prolong the life of HDG steel, it is probably important to find a practical and economically
viable way to repair hot spots of corrosion damage on HDG steel.

4.4 Galvanic corrosion

Galvanic corrosion can occur when materials of different electrochemical potential are joined together
with electrical contact. For galvanic corrosion to occur, an electrolyte that covers both materials but
not necessarily the contact point is also required. The electrolyte is usually water or an aqueous
solution capable of conducting electric current through ion migration. In a galvanic cell, the more
noble metal becomes cathode and catalyzes the oxygen reduction and the less noble metal becomes
anode and is attacked by metal dissolution. Whether a material is noble or not is determined by its
corrosion potential. A noble metal has a relatively high corrosion potential, while an anodic material
has a relatively low corrosion potential. The corrosion potential of a metal depends on both the metal
and the corrosion medium. The same metal may therefore have different corrosion potential in
different media and it is common to compile and compare the corrosion potentials of different metals
into galvanic voltage series.

In the zinc/ steel system of a damaged HDG steel structure, the zinc coating will have a lower
potential than the structural steel exposed in the damage. This results in a comparatively fast corrosion
of the zinc but a relatively slow corrosion of the steel. During galvanic corrosion the metal oxidation
takes place where the electrical resistance to charge transfer and ion conduction is low, this often
results in very local damage from galvanic corrosion. Galvanic corrosion can therefore be very serious
and corrosion hot spots can significantly limit the service life of a given HDG structure. For galvanic
corrosion in submerged conditions there are some general factors that can be taken into account when
assessing the risk of galvanic corrosion:

The corrosion potentials of the metals in a relevant electrolyte

The ratio between anode and cathode surface area that is wet by the electrolyte
The conductivity of the electrolyte

The agitation or flow characteristics of the electrolyte

The abundance of oxidants in the electrolyte

The biggest impact of these three factors is often the potential difference between the different metals.
The greater the potential difference, the greater the risk for galvanic corrosion. If the potential
difference is less than 50 mV, the galvanic corrosion can be neglected for most practical applications.
Galvanic atmospheric corrosion differs from galvanic corrosion in agueous solutions in that the
electrolyte consists of a thin moisture film. Because of this, it is impossible to establish a galvanic
voltage series for metals under atmospheric conditions. Since the corrosion takes place under a thin
liquid film, the electrical conductivity of the electrolyte is relatively low. This results in that the area
ratio between the anode and the cathode surface is of lower importance in atmospheric galvanic
corrosion compared with galvanic corrosion in submerged conditions. It is also the reason why
galvanic corrosion on atmospheric structures is typically very local and centered close to the point of
electrical contact between the different materials. With atmospheric galvanic corrosion, the time of
wetness of the structure and the geometric design of the steel become important.

4.4.1 Galvanic corrosion of cast-in HDG steel

One common installation where HDG steel might be at risk for galvanic corrosion is where the coated
steel members is partially cast in concrete and the HDG steel has come into contact with the
reinforcement bars (rebars). Cast-in rebars of steel with intact mill scale usually have a corrosion
potential of about -100 to -200 mV relative Cu/ CuSQO4. Whereas zinc in an aqueous solution usually
have a corrosion potential of about -1100 mV relative Cu/ CuSQ.. The potential difference is about
1000 mV and galvanic corrosion of this kind can lead to a very quick depletion of the zinc coating and
perforation of the underlying steel. Apart from the big difference in corrosion potential, the galvanic
corrosion in such cases is often also driven by a very small ratio between the area of the anodic zinc at
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the concrete interface and a relatively large surface area of the rebars acting as a cathode. Figure 6
shows a typical corrosion appearance of a hot-dip galvanized railing post in contact with the rebars
after about two years of exposure in a road environment. The fact that the corrosion damage to the
railing posts was concentrated on the lower parts of the railing posts is due time of wetness. Other hot-
dip galvanized structures with risk of premature failure due to galvanic corrosion includes: partially
cast-in anchor bolts for power line posts in concrete foundations, railing posts in livestock stables and
overhead contact posts in concrete foundations for railways.

Figure 7. To the left: a HDG railing post cast into concrete about two years after installation, the railing post
was found to be in electrical contact with the cast-in rebars. In the middle: a painted railing post with galvanic
corrosion between the post and the cast-in rebars. To the right. A concrete slab with two protruding ventilation
pipes in HDG steel. The left pipe showed red rust at the interface between concrete and steel. The right pipe
showed no corrosion at the concrete steel interface. It is probable that the left pipe is electrically connected to
the rebars and the right pipe is not. Electrical contact measurement of this particular installation could have
avoided this type of corrosion damage.

4.5 Stray current corrosion on HDG steel

Stray current corrosion can be a very big problem where steel or HDG steel is installed near power
transmission cables in connection with for example docks or direct current powered trams. Problems
with stray currents usually arise with direct current transmission and is much less pronounced with
alternating current transmission. Corrosion problems arising from stray currents should preferably be
solved by elimination the stray current and is therefore outside of the scope od this study.

5 Standards for HDG coatings

5.1 SO 1461 -Hot dip galvanized coatings on fabricated iron and steel articles -
Specifications and test methods

This standard includes requirements and specifications of how and when HDG steel shall be tested for
quality control. The thickness of the coating is of high importance and will reflect the life of the
coating. The standard stipulates a minimum required coating thickness that depends on the steel
thickness. A National Swedish addendum with higher coating thicknesses is present in informative
Annex NA of SS-EN ISO 1461. Any requirement specification should clearly specify if Annex NA
shall be followed. Thickness measurements shall be performed in accordance with 1SO 2808 or 1ISO
2178. Generally, HDG coatings are used for corrosion protection and the visual appearance of dipped
steel is not included in the standard. However, Flux residues lumps and zinc ash is not permitted. The
standard also includes requirements of how much damage to the coating that is acceptable and how it
shall be repaired. Below are two requirements of the standard that describe damage repairs:
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ISO 1461: 2009 6.3 Renovation

The total uncoated areas for renovation by the galvanizer shall not exceed 0,5 % of the total
surface area of the component. Each uncoated area for renovation shall not exceed 10 cm2. If
uncoated areas are larger, the article containing such areas shall be regalvanized, unless
otherwise agreed between the purchaser and the galvanizer.

Renovation shall be by thermal zinc spraying (for example ISO 2063 [2]) or by a suitable zinc-rich
paint where the zinc dust pigment conforms to 1SO 3549 within the practical limits of such systems,
or by suitable zincflake or zinc-paste products. The use of a zinc alloy stick is also possible (see
Annex C).

Regalvanization may be a good solution for goods that have not yet left the galvanizer. However, if
the goods have been transported and assembled,

it is often not practical to blast the steel and perform a regalvanization. For such instances a more
efficient repair method may be wanted. Repair using thermally sprayed zinc is a good option but it
requires blasting and can be impractical for some installations or building sites. This research aims to
test and further specify what a suitable zinch-rich paint should be and what pretreatment methods that
can be used with different type of paints. Further, the standard does not deal with old or consumed
HDG-coatings. For refurbishing old HDG-steel, coatings that do not offer cathodic protection can also
be a good alternative.

5.2 1SO 14713- series
This standard series include two standards covering recommendations for steel to be galvanized:

e Zinc coatings — Guidelines and recommendations for the protection against corrosion of iron
and steel in structures — Part 1: General principles of design and corrosion resistance (ISO
14713-1:2017)

e Zinc coatings — Guidelines and recommendations for the protection against corrosion of iron
and steel in structures — Part 2: Hot dip galvanizing (ISO 14713-2:2019)

It is important to note that any special requirements regarding pretreatment and steel composition must
be specified in addition to the general ISO 1461 standard for HDG-coatings. Hot dip galvanizing
requires a steel design that is compatible with the hot dipping process. Some of the design
requirements presented in the 1ISO 14713 includes notching and draining specifications that must be
followed to ensure a safe dipping process. Others requirements such as content of alloying elements of
the steel is necessary to control the thickness of the resulting HDG-coating. Usually there is no need to
blast clean steel that shall be hot dip galvanized but blasting is recommended for annealed steel and
other heat treatments such as thermally cut edges. The reactivity of the steel is affected by the heat
treatments and it is therefore a good idea to require a pretreatment by grinding of thermally cut edges
as per the preparation grades P2 or P3 according to 1SO 8501-3. In contrast to painted coatings HDG
does not normally require rounded edges to get adequate coverage on edges. However, some clients
order HDG-steel with rounded edges to minimize damage during transport and assembly of the steel.
A pretreatment of P3 for edges is also important if the HDG-steel is to be painted after galvanization
to afford a duplex system.

5.3 Standards for painting power transmission towers

NACE International together with Institute of Electrical and Electronics Engineers (IEEE) have
written three standards that deal with inspection and maintenance of power transmission utilities:

e Atmospheric (Above grade) Corrosion Control of Existing Electric Transmission, Distribution
and Substation Structures by Coating Systems

e Below-Grade Corrosion Control of Transmission, Distribution, and Substation Structures by
Coating Repair Systems
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e Below-Grade Inspection and Assessment of Corrosion on Steel Transmission, Distribution,
and Substation Structures

These documents address the specific problem of maintaining both HDG steel and previously painted
steel on high voltage transmission utilities. However much of the content in the standards can be
useful for other types of structures as well. Some of the statements in the Atmospheric (Above Grade)
standard are as follows:

Determining the optimal timing for refurbishments is one of the most critical factors when planning
a maintenance program for power utilities. There are no easy way of calculating a best plan for
refurbishments.

Instead the standard suggest to thoroughly inspect the assets and via reoccurring inspections classify
each structure into different categories of coating degradation. Such degradation can then be used to
monitor the corrosion and to plan for refurbishments. In order to plan a successful maintenance it is

also very important to choose the right coating. Different coatings require different pretreatment and
also have different limitations when it comes to.

6 Inspecting HDG steel

Inspecting HDG-steel for corrosion damage is somewhat different from inspecting steel coated with
non-metallic protective coatings. Painted steel that has started to rust is relatively easy to spot by
examining the steel visually for damage. Corrosion hot-spots, rust spots, flaking, cracking or blistering
in an organic coating is usually assessed visually according to the ISO 4628 series. Coating defects of
this type will generally constitute weak points in the coating that sooner or later will be accompanied
with rusting of the base material. Particularly the rust grade standard EN 1SO 4628-3 is commonly
used to assess degradation and need for recoating of coated steel.

6.1 Inspecting HDG with alloy corrosion

When it comes to HDG steel, the method described in EN 1SO 4628 is not ideal. A HDG coating
consists of several distinct layers of steel/zinc alloys, typically a HDG coating will consist of up to
four layers with varying amount of steel content. See Figure 8. When the outer zinc layer of a HDG
coating has been consumed, the degradation of the coating will continue with consumption of steel/
zinc alloys. The steel alloys give rise to brownish corrosion products that may appear as rust. This type
of corrosion is often called alloy corrosion of HDG. Because the steel/zinc alloys also have a good
protective effect, any corrosion assessment of HDG-steel must include coating thickness
measurements of the coating. Further, to correctly perform thickness measurements the coating must
be treated by scraping or steel wire brushing to remove any corrosion products that may have built up
on top of the HDG coating. See examples of HDG steel measurements in Figure 9 to Figure 11. The
figures show that a brown/ rusty looking HDG steel may still contain enough zinc for decades of
adequate corrosion protection. The figures also show that corrosion products present on the HDG
coating will influence the measurement if they are not properly removed before the measurement.

Zinc

Iron/ Zinc alloys

Steel

Figure 8. Micrograph of a HDG coating with distinct phases, courtesy of Nordic Galvanizers. The iron rich zinc
phases gives rise to corrosion products that resemble red rust
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Figure 9. Coating thickness measurement on a lamppost, to the left, measurement as found
indicate a thickness of 86 um. To the right: measurement after scraping gently with a knife held at 90
degree angle, indicate a coating thickness of 0 um, (the -0.6 um reading is within the error margin of
the instrument).

Figure 10. Coating thickness measurements of HDG steel of a 48 year old power pylon placed nearby the E4
freeway in the Stockholm area. To the left: leg furthest away from the traffic, To the right: leg closest to the
traffic. Loose corrosion products were scraped using a steel wire brush to produce the blackish surface, further
treatment with a 100 grit paper produced a surface with metallic sheen equivalent to a St 3 surface according to
ISO 8501-1. Different treatments produce significantly different thickness measurements. It is also noteworthy
that the thickness was almost double on the leg furthest to the freeway, in other words, film thickness can be very
local. Varying film thickness can be differences from the HDG process or local variations in corrosivity.
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Figure 11. Coating thickness measurements of HDG and TSZ of a road fence with unknown service time. Note
the alloy corrosion on the fence poles and the rail. Despite the rusty look of the alloy corrosion the coating
thickness of the poles and the rail is thicker than the coating on the W-profile (102 wm) and the TSZ (103 um).
All measurements were taken after wire brushing a small area of the coating.

6.2 Inspecting HDG steel cast in concrete

When inspecting rusty HDG steel cast into concrete, it is always a good idea to perform contact
measurement between the HDG steel member and the cast-in rebars. If there is an electrical contact
between the reinforcement and the HDG, it is seldom meaningful to try to repair corrosion damage in
the HDG coating. In such cases it is necessary to break the electrical contact before attempting any
repairs. The only other options is to protect the HDG steel with cathodic protection with impressed
current or to redesign the anchoring of the HDG steel member. In this context, it is worth mentioning
that some installations require electrical neutrality and contact between the rebars and all protruding
steel members. Such installations are for examples bridges over railways. The reason is to avoid
electrification of steel members as a result of powerline failure. In these instances electrical safety is
prioritized over the risk for corrosion damage. If the requirement is such that the rebars must be in
electrical contact with any protruding steel members, a good solution is to use stainless steel anchoring
points. Stainless steel has a corrosion potential which is similar to carbon steel cast in concrete. The
contact between the stainless steel and the HDG steel can be located vertically higher up to effectively
reduce the wet time of the anodic zinc coating.

6.2.1 Contact measurements for HDG cast in concrete

If a repair of HDG steel cast into concrete is planned, the corrosion damage should always be
inspected to assess if the corrosion is a uniform general corrosion or if the damage could have been
caused by galvanic corrosion due to contact with the cast-in reinforcements. To check whether there is
a risk of galvanic corrosion, the reinforcing steel needs to be exposed and the electrical resistance
between the HDG steel and the reinforcement must be measured. In the case of electrical contact, a
resistance of less than 1 ohm is typically measured. If the resistance between HDG steel and the
reinforcement is greater than 100 ohms, there is no contact. If the resistance is between 1 and 100
ohms, the particular installation should be investigated further by measuring the corrosion potential of
the HDG steel. In such cases, the corrosion potential of the HDG steel should be measured while
applying a direct current between the reinforcement and the HDG steel. If the corrosion potential of
the HDG is the same with and without current, this is proof that the HDG steel is in electrical contact
with the rebars. If a sharp change in the corrosion potential of the HDG steel occurs while applying the
current, this is proof that there is no electrical contact between the HDG steel and steel reinforcement.
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6.2.2 Contactlocalization measurements

If it has been established that electrical contact exists between HDG steel and steel reinforcement, a
location measurement may be made to find where the electrical contact point is located. Below is an
example of a localization measurement on a HDG steel railing on a bridge.

An alternating current is applied between the hot-dip galvanized railing and the steel reinforcement.
By using an amperemeter, the path of the current in the railing can be followed. The pathway of the
current can then be used to determine which of the railing posts that are in contact with the rebars.
When unintentional contact points have been located the reinforcing steel can be exposed and the
contact broken. The galvanic corrosion will then be eliminated and the partially cast-in HDG steel can
be repaired with one of the methods suggested in this document.

6.3 Case study - HDG steel structure inspection in Kattbo, Sweden

This case study is an inspection of old HDG steel structures that has been used as a platform for a
transformer/ switchgear station in Kéttbo, Sweden. The asset is owned by Swedish powergrids and
managed by Vattenfall. The structures were built in the late 1950°s and the steel was about 60 years
old at the time of the inspection. The old power transmission equipment needed to be replaced to meet
the current transmission needs. The aim with the inspection was to clarify if the old platform structure
could be reused, or if the new equipment should be installed on a new HDG steel supporting structure.
More specifically, the asset owners wanted to ascertain that the old structure would manage at least 25
more years of service with regards to risk for corrosion damage. The assignment was given to
Charlotte Persson, AFRY and the inspection of the existing steel was conducted by Bjérn Stam, St
Control. The steel inspection was performed on the 16" of December 2020. The inspection was carried
out from ground level and from one of the platforms, see pictures below for details of some of the
problems found during the inspection.

Figure 12. Overview of the transformer platform that was inspected. Generally no signs of critical corrosion
damage were found. The main I-beams have developed alloy corrosion.
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Figure 13. To the left: Main I-beam with alloy corrosion and corrosion hot-spots in damages of the HDG
coating. The hot-spots may be the result of corrosion in a crevice where corrosion rates may be higher due to
prolonged wet time. Top right: A HDG I-beam with alloy corrosion and an I-beam with discoloration from
extraneous rust. Lower right: HDG coating thickness measurement. The HDG coating thickness was about 200
um after scraping the superficial corrosion products.

Figure 14. Spot-wise delamination and areas with low zinc thickness. This damage has probably come from the
HDG process.
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Figure 15. Damage in the HDG coating down to the steel substrate. The damage was located in a position that
makes the cause likely to be flaking due to mechanical damage during transportation or structure assembly.

Figure 16. Discoloration from extraneous rust.

Figure 17. Sharp edges of HDG steel. If the HDG has adequate adhesion to the steel, sharp edges often not a
problem with regards to corrosion. Rounded edges may however be motivated if the steel shall be coated with
paint products to obtain a duplex coating, or if wear or impacts is anticipated during shipping, handling or
service of the steel members. Thermally cut edges may produce a HDG coating with insufficient coating
thickness and adhesion to the steel.
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6.3.1 Conclusions and suggested actions

The general impression of the steel appearance is that the steel is in very good condition. The HDG
does not show significant corrosion damage such as adhesion problems, flakes, layering, etc. Some
parts of the horizontal beams showed a discoloration indicative of alloy corrosion on the upwards
facing surfaces. The zinc with alloy corrosion was inspected by scraping of corrosion products and
measuring the coating thickness according to EN ISO 2808. The thickness of the coating after scraping
was found to be around 200 um. The total area of coating damage exposing the underlying steel was
small. Furthermore, most of the damage was located in non-critical areas. The conclusion is that the
steel structure can be reused with minimal or no further treatment in order to prolong the expected life
of the steel structure. One of the I-beams showed hotspots of corrosion on the flange see Figure 13.
This damage should be addressed in order to secure an expected life of more than 25 years.

7 Repairing HDG coatings

Maintenance of HDG steel should be divided into two subcategories, repairs and refurbishment. In this
study we will use the term repairs for any treatment of a small damage to the coating of a HDG steel
structure. It could be mending mechanical damage due to shipping, correcting surfaces affected by
welding or treatment of corrosion hot spots on a relatively small area. A repair should always be
considered on mechanical damage on newly built HDG structures. If the damage is located at a critical
point of the structural design it may be advisable to exchange the damaged part instead of attempting a
repair. A repair might be beneficial where the complete zinc layer has been corroded or damaged
exposing the underlying steel substrate. In many installations, transport and assembly damage are
located at edges of profiles, bolt ends or on the edge of an H-bar flange. In such instances a repair is
often sufficient to give an adequate protection for the steel. Depending on the corrosivity a repair of
such damage might be performed with minimal pretreatment using portable power hand tools. In low
corrosivity small damages on non-critical places can often be left without repair.

A refurbishment of a HDG steel structure would in contrast to repairs treat a larger part of the
structure, Typical examples are recoating an old structure with depleted zinc coating or correcting new
steel members with a HDG coating with too low DFT. Refurbishments are often done in the field on
existing structures and requires more careful planning. Any in-field refurbishment must address the
need of confinement during pretreatment or access of the steel members to be coated, drying/ curing
times for the products used and climatic restrictions. For in-field refurbishments it is also important to
consider the downtime of the asset. Timing of the treatment is also important, normally it would be
desirable to perform a refurbishment when as much of the remaining zinc on the existing HDG steel is
consumed, yet if the refurbishment is postponed too long that will adversely affect the cost due to a
much more comprehensive pretreatment procedure that is usually needed for a structure which has
begun to show corrosion damage on the steel substrate.

HDG-steel is used for many different applications, ranging from road fencing, railing, railing posts,
street light lamp posts, power transmission towers and walkways in industrial production plants. It is
therefore not possible to find one specific product that covers a general best practice for repairing or
refurbishing HDG steel structures. Rather one must look at different methods and products to cover
different requirements for the range of environments that HDG-steel might be used in. Therefore, this
study has focused on a few different products and pretreatment methods with an aim of creating a
toolbox of different protocols that might be useful in different applications. All methods studied have
different advantages including investment costs, environmental footprint and effectiveness. A common
feature that we have focused on is ease of use. Of primary importance to increase ease of use is to
limit the required work steps as much as possible. A repair method comprised of pretreatment and a
multilayer coating system is likely to be too cumbersome. In this study we have therefore concentrated
our efforts to investigating single layered coatings also known as “stand-alone coating systems”.

24

Transaktion 09222115557493726525

Signerat AG, BT



8 Pretreatment methods studied

During this work, a few different surface pretreatment methods were investigated. The surface
preparation prior to coating work is one of the most important factors for achieving a good corrosion
protection. However, pretreatment is often laborious, costly and one of the big contributors to
environmental impact and diffuse emissions of hazardous materials. It is therefore important to choose
pretreatment method carefully. The pretreatment methods that were used in the corrosion testing of
this study were chosen based on some experimental investigations. The studied pretreatment methods
include, abrasive blasting, slurry blasting, vacuum blasting, laser cleaning and two versions of hand/
powertool cleaning. Some characteristics of the different methods have been included in the following
sections.

8.1 Blasting and Vacuum blasting

Blasting under vacuum is an interesting technology that could reduce the environmental impact and
cost of repairing corrosion protective coatings by providing fast and convenient method to spot repair
damage in protective coatings and HDG-steel. Vacuum blasting is blasting equipment that allows
simultaneous blasting and vacuum cleaning without the need to build confinements. Nozzles with
different designs to suit goods of different geometries such as pipes, 1-beams, corners, flat surfaces, etc
are available on the market. The primary advantage of this method is that it can lead to a reduced need
for confinement when blasting. One problems with vacuum blasting is that it is more time consuming
than normal blasting and it might therefore be considered mainly for spot

repairs. [39] [40]

Figure 18. To the left: Blasting in controlled environment is often performed using metallic abrasives. For
coating HDG steel it is best to keep as much as possible of the intact zinc and use lower pressures and perform
a light blast using inorganic blasting media. In the middle: samples used in this study were blasted to a fine
profile with OK grit 55. To the right: vacuum blasting nozzle as depicted at www.pinovo.com. This type of
nozzle is suitable for small repairs where dust should be minimized.

8.2 Slurry blasting

Slurry blasting is a method where water is added to the abrasives into the jet in the nozzle of the
blasting hose. The water added has two effects: first and foremost the work environment is less
hazardous as the water tends to encapsulate the dust generated when the abrasives impact the
substrate; secondly, the amount of water can be regulated to afford a washing of the substrate at the
same time as a surface profile is created. During this project a short practical study of the slurry
blasting technique was performed at Anti-corrosion AB in Sundbyberg, Stockholm, see Figure 19 and
Figure 20. Bresle measurements according to 1ISO 8502-6 and 1SO 8502-9 showed a salt content of
25 mg/ m2 after slurry blasting of a piece of road W-profile fencing. Because the water is introduced
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at a late stage, it is possible to perform slurry blasting with a relatively low pressure which makes it
suitable for pretreating HDG-steel. One problem with all types of wet blasting is the visibility of the
workpiece. Vapor that forms when the water impacts the substrate makes it harder to adjust to the
optimal blasting time.

Figure 19. To the left: slurry blasting equipment. To the right: HDG steel structure blasted with slurry blasting
equipment, with slurry blasting as with all other blasting techniques it is important to adjust the impact angle
and blasting pressure to achieve optimal cleaning. When blasting HDG this is even more important because
HDG layers have a tendency to fall off if blasted too hard.

Figure 20. Road fencing that has been partly blasted with slurry blasting. One of the advantages with slurry
blasting it that it is relatively easy to wash the surface before blasting, as well as during blasting. Bresle
measurements after slurry blasting showed a low salt content on the surface, 25 mg/ m?,

8.3 Power tool cleaning

Abrasive blasting usually gives the best results for any type of zinc rich coating, but sometimes it is
necessary to use other types of pretreatment. Local damages and corrosion hot spots might be too time
consuming to pre-treat using abrasive blasting, especially on a larger structures. The structure can also
be placed in environments where blasting is impossible or prohibited. Hand tool cleaning tends to give
less than optimal pretreatment, at least for zinc-rich coatings, and one alternative pretreatment
investigated in this study is power tool cleaning. Investigated power tool cleaning methods were low
rpm disc grinding and a rotary impact tool, also known as Bristle blaster, see figure 20.
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Figure 21. Pretreatment methods evaluated for spot repairs, to the left hashed grinding with a small disc (DIA
50 mm, 36 grit paper). To the right: bristle baster in action as depicted at www.montipower.com

The bristle blaster was evaluated on different HDG steel. It was apparent that it can be a very effective
tool for creating a surface profile on HDG-steel. However the effectiveness of the bristle blaster
appears to depend on the type of HDG. On the sample specimens that were chosen for the outdoor
exposure in this study, the bristle blaster was not optimal and resulted in a buffing of the substrates
rather than a profiling. The buffing/ profiling result is probably dependent on the thickness of the
HDG coating and the hardness of the steel/ zinc alloy of the substrate. The outer zinc layer on a HDG
steel is very soft, but the steel/ zinc alloys are much harder, and can in fact be harder than the steel
itself.

Pretreatment by grinding was performed with a small 36 grit disc grinder with variable speed. High
speeds can be good for bevelling edges and surfaces to be coated was ground with low rpms. The low
grinding speed and grinding in hashed patterns is good to give pattern which can serve as anchoring
points to assist adhesion to protective coatings, see figure 21. Pretreament by grinding works well for
both steel and different kinds of steel/ zinc alloys.

Figure 22. Results after spot repair pretreatment. Hashed grinding to the left of the black indication, bristle
blaster to the right.

8.4 Lasercleaning

A relatively new method to effectively remove old paint and rust before painting is the use of
a pulsed laser, a method called laser ablation. The mechanism of the method is that a laser is
pulsed to the surface wherein a microscopic plasma is generated which sublimates the solid
impurities. The plasma also creates a pressure wave which helps to release larger particles
from the surface. The technology is available in many different designs. These include a
hand-held gun that also has an integrated vacuum assembly to capture liberated gas and loose
particles. The extractor is connected to the same nozzle as the laser beam and the flow of air is
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then purified in a multistage filter box, see Figure 22. Advantages of this method are that it
removes contaminants like oil, grease, rust and chlorides at the same time. The method
requires no abrasives, water or other supplies. Potentially, it is a very effective method to use
instead of sweep blasting. [41] Laser cleaning might be considered for spot repairs of
complex structures in-field. It can also be advantageous for refurbishment or repairs when
blasting is not possible or permitted. Pretreatment using laser cleaning may, or may not
produce a surface profile of the underlying substrate. On the L-Profile samples used for
corrosion testing in this study, the average surface roughness of the laser cleaned sample
specimens were deemed to be surprisingly good.

Figure 23. Handheld laser 1000W as depicted at www.agaria.se. Laser nozzle in the foreground and aggregate
in the background.

An issue of interest is how the method affects the work environment. Noise levels are much lower than
normal blasting. The particle size distribution of the particles released from the plasma, the effectivity
of the particle collector and what fraction of the vaporized material that can pass the filtering are all
parameters that will affect the work environment. Agaria is the Nordic agent for Clean Laser ™ with
offices and a small test facility in Akersberga. As part of this project a visit to Agaria was made.
During the visit, a number of tests with laser cleaning on galvanized steel were performed. The test
specimens were a galvanized pole exposed in soil (unknown time), a hot dip galvanized rebar that had
been exposed embedded in concrete (unknown time) and a zinc panel exposed at RISE’s field
exposure site in Vanadis, Stockholm, for about 10 years. Part of the exposed zinc panel was smeared
with oil the day before the experiment. The laser equipment available during the visit was a 100 W
laser. Which was enough to produce satisfactory results on the HDG steel exposed to atmosphere but
not for the samples exposed in concrete and soil. photos of the HDG specimen in Figure 24. After the
laser cleaning, the surface of the zinc was investigated using ATR-IR, see Figure 25.

Figure 24. To the left: HDG steel before and after pretreatment with laser. To the right a micrograph of the
HDG surface
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Figure 25. To the left: shows a superposition of two IR spectra recorded from the exposed zinc plate. One of the
spectra shows zinc corrosion products, and the second spectra shows the part of the zinc sheet that was treated
with oil. To the right: a comparison of the spectra of the oil treated zinc plate (purple) and a surface that has
been treated with two sweeps with a 100 W laser (blue). The right hand spectra clearly show that both the
corrosion products and oil was quantitatively removed.

9 Coating products investigated in this study

In the below sections a short summary of each coating or coating type included in the exposure part
has been compiled. The information is taken from product data sheets and discussions with the
respective paint manufacturers.

9.1 Zinga

Zinga is a stand-alone zinc-rich coating with high zinc content of 97% by weight in the dry film. The
zinc pigment in the product is produced by an atomization process, which provides high purity and
tailored morphology of the zinc particles. Zinga is a physically drying coating with unlimited pot life
and very short drying times, 1-4h depending on the ventilation and temperature. Application is
possible in a wide temperature range, -10 °C to 45 °C. It is also relatively insensitive to moisture
during curing, it is possible to apply in relative humidity (RH) of up to 90 %. The product is intended
to be used on clean abrasive blast cleaned surfaces. The product is relatively high in VOC but with a
specified nominal dry film thickness of 120-180 um the total amount of VOC per square meter can be
lower than traditional C5 systems with specified nominal dry film thickness of 320 um. The product
has been developed in Belgium with an aim of producing a coating that is specifically tailored for
maintenance of HDG-coatings. Maintaining an aged Zinga coating can be done simply by a high-
pressure wash followed by application of a new coating layer. The new layer will then (in part)
dissolve the old paint and reload the coating with new zinc. This results in a coating that can be
comparatively easy to maintain, especially on assets such as ships, oil platforms and in industry where
a frequent ad hoc maintenance procedure can be utilized.

9.2 AquaZinga - waterborne zincsilicate

Aguazinga is a two component 100% water-based zinc silicate with 94% zinc by weight in the dry
layer. Like Zinga, the zinc particles are made by an atomization process, which provides a tailored
morphology of the zinc particles. The VOC content of Aquazinga is 0 g/l, which lower environmental
impact and reduces health hazards compared to solvent based formulations. It can be used as a stand-
alone system at 75- 90 pm film thickness or used as primer at 50-60 pum in duplex or triplex systems.
The quick drying time makes it possible to overcoat Aquazinga 1 to 6 hours after touch

dry. Aquazinga is suitable for either atmospheric exposure or immersion into fresh or sea water. It has
a high resistance towards solvents. Once applied, it can withstand continued temperatures up to 450°C
and peak temperatures up to 600°C.
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9.3 ZingAlu

ZingAlu is a newly developed product which is very similar to Zinga. It is produced by Zinga
Metal but in contrast to Zinga, the ZingAlu is pigmented with both zinc and aluminium. Since
the ZingAlu is a new product, not so much is known about the possible benefits from this system.

9.4 Zinc Ethyl Silicate

Zinc ethyl silicate is available from most paint manufacturers and in this study it has been exemplified
by Temasil-90 provided by Tikkurila, and by Carbozinc 11, provided by Carboline. This type of paint
is cured by transesterification of alkoxy silicates. The silyl alkoxides react with moisture from the
atmosphere to form polymeric zinc silicate. In the process, alcohol is liberated, and the final paint film
is in theory completely inorganic. The curing requires high humidity during application and the
application is a little more tricky compared with zinc rich epoxy primers as outdoor use relies on a
comparatively small window in the relative humidity, e.g. product data sheets for the zinc ethyl
silicates tested in this study states; 50-90 % RH for Temasil 90, and 30-95 % RH for Carbozinc 11 for
a successful application. According to most product data sheets, this type of coating requires clean
blasted substrates to adhere well in a coating system. This type of coating has previously been used
extensively in the offshore and shipping industry. Combined with a chlorinated rubber topcoat it has
also been used as part of a bridge system in the Swedish infrastructure. Using zinc ethyl silicate as a
stand-alone system would eliminate the troubles of a premature overcoat that can be a problem when
zinc ethyl silicates are used in multi-layered coating systems. It is therefore interesting to evaluate zinc
ethyl silicates as a single coat system. This could provide a cost-effective repair or refurbish coating
for HDG steel. The use of ethyl zinc silicate as a stand-alone system could also reduce the amount of
VOC and limit the use of sensitizing chemicals such as epoxy or isocyanates.

9.5 Fontezinc HR - Waterborne High Ratio Zinc Silicate

Fontezinc HR is a waterborne zinc rich coating based on high ratio potassium silicate. The coating has
a high pH and is cured primarily by zinc ions from the zinc dust pigmentation. The coating normally
requires blasted surfaces but also performs well on ground steel or zinc provided that the coating is
applied with a brush. Being waterborne, it has a comparatively large window of acceptable relative
humidity compared with zinc ethyl silicates. It is possible to use if the RH is higher than 20%. A too
high RH will increase the drying time but will not affect the curing or the coating properties. The
coating is very interesting for maintenance of HDG steel for the following reasons: the coating has 6
g/L VOC content; it contains no sensitizing chemicals such as epoxy or isocyanates.. The zinc in
waterborne zinc silicates is passivated by the silicate binder and the pigmentation corrosion is
therefore relatively slow. Fontezinc HR may also be a good alternative to HDG coatings in severely
corrosive environments such as marine or offshore applications. A drawback of the coating is that it is
waterborne, and as such, it requires more careful pretreatment, all surfaces must be completely free
from oil and dirt for the coating to be able to wet the substrate.

9.6 Induraguard 9200

Induraguard 9200 is a high-solids, high-build, single-component, self-priming one-coat solution for
weathered galvanized and previously painted structures. The binder in the Induraguard 9200 is a
modified linseed oil that contains zinc dust, micaceous iron oxide and ceramic pigments to provide a
sacrificial barrier protection. The coating is designed to be used on marginally prepared surfaces by
hand tool cleaning using wire brush, scraper and other similar suitable hand tools according to SSPC-
SP2. Application is mainly done by brush, roller or paint mitt. The combination of anti-corrosive and
barrier pigments added in the modified linseed oil sums up to a total volume solids of 92% (+ 2) and
therefore resulting in a low VOC content This type of coating specially designed for maintenance has
been used since the late 1950s in the United States for refurbishment and protection of electric
transmission towers and other similar structures when the asset owner seeks a solution that do not
require abrasive blasting. Linseed oil and alkyd type paints cure by oxidation when exposed to air and
are usually specified with 2-3 coats each consisting of 50-60 microns DFT and requires sufficient time
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to allow proper curing before applying subsequent coats. In comparison the Induraguard 9200 is often
specified with one single coat at 250 micron DFT and therefore resulting in a slow drying coating
compared to many others. As with all coatings that cure by oxidation, the paint film cures from the top
and downward to the substrate. The Induraguard 9200 is no exception and according to the technical
data sheet, a dry enough surface for light touch is achieved within 12-24 hours at 25 °C and it is fully
cured in 30-60 days. These slow curing properties are intentional and aids the coating to fully
penetrate and wet out small voids in a less than optimal prepared surface. In the NACE SP0315-
2015/IEEE 1835-2014 standard, this type of coating is listed by the name of Long Oil Zinc.

9.7 Biltema canned zinc spray

Zinc spray suitable as rust protection on iron/steel surfaces that are not normally painted, e.g. exhaust
pipes, welding joints, surfaces on the inside of the engine compartment and bodywork. Zinc content
90% in dry film. The cold galvanization has good coverage and dries quickly, the surface is
manageable after 30 minutes. The surface can withstand temperatures of up to approx. +200 °C. [14]

9.8 Bridge system

In this study, one reference bridge system in accordance with the requirements in AMA-anlaggning
has been tested and evaluated along with the alternative systems. The bridge system has been included
because it is a widely used coating system with generally known performance. It may therefore serve
as a benchmark when comparing results from the alternative systems investigated. The reference
system tested is composed of a zinc rich epoxy primer (90% Zn), a MIO-pigmented epoxy midcoat
and a polyurethane topcoat.

10 Accelerated corrosion testing and electrochemical evaluations

Products proposed for HDG-maintenance in this project are also interesting products for protecting
various steel structures. In a separate project financed by the Swedish Road Administration and RISE,
all product types considered for HDG maintenance have been investigated as corrosion protection for
steel substrates by accelerated corrosion testing and simple electrochemical analysis. [15] A summary
of that project has been included here. Section 10.1 includes a summary of the results from accelerated
corrosion tests, section 10.2 includes results from electrochemical measurements and section 10.3
includes a discussion on the most important findings from the study.

10.1 Accelerated corrosion testing

Accelerated corrosion tests are used methodically to develop protective coatings. Usually they are
used to screen coatings and find leads to formulations that have a high probability of giving good
corrosion protection in real life installations. Many accelerated corrosion tests have also become
necessary pre-qualification standards that protective coatings must pass in order to be viable for
marketing. However, accelerated corrosion tests can stress coatings in an unnatural way and may give
misleading results. [16] [17] [18] It is well known that zinc coatings require periods of dry conditions
to perform at their best. Consequently, salt spray or similar tests with high humidity often gives poor
correlation to outdoor atmospheric corrosion tests on zinc-rich coatings. Therefore, accelerated
corrosion testing should always be interpreted with care, and if possible be accompanied by field
exposures in environments similar to the service environment, and reference objects if possible. The
best results in the corrosion testing was observed with a stand-alone zinc-rich epoxy. The zinc epoxy
was slightly better than the waterborne zinc silicate, followed by the zinc ethyl silicate. The topcoated
three layered coating systems with zinc rich primers showed slightly worse rust creep at the scribe
compared to the stand alone zincs. The Zinga and ZingAlu systems did not perform well in the VDA
test. However, Zinga performed good in the 1ISO 12944-9 test. The VDA protocol has an overall
longer wet time and a higher mean temperature (above 40 °C) during exposure to chlorides. The I1ISO
12944-9 test includes periods of dry air during the UV part of the condense/ UV cycle. As a result of
this, much more insoluble zinc corrosion products could be seen on the samples exposed in the ISO
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12944-9 test. The combined effect of lower temperature and longer dry periods is probably one reason
why the Zinga systems performed better in the ISO 12944-9 test.

10.2 Results from electrochemical measurements

Measuring the open circuit potential (OCP) is a method of getting a first idea of the reactivity
of a galvanically active coating system. OCP often varies with time and a shifting OCP is an
early indicator that surface properties are changing. Changes in OCP can occur as a result of
corrosion, degradation of a protective layer, water ingress into a coating or depletion of zinc
in a zinc pigmented coating. In the case of a zinc-rich coating on a scribed steel surface, the
measured potential will be a mixed potential between that of pure zinc, (approx. -1000 mV
and that of pure steel, (approx. -600 mV) versus a Ag/ AgCl reference electrode in a 3% brine
solution. A mixed potential indicates that the zinc and steel have electrical contact and that the
zinc is polarising the steel, ie. protecting it. Another way of viewing it is that a measured
potential close to -1000 mV is an indication of corrosion of zinc, whereas a potential close to -
600 mV is an indication of corrosion on steel. If the potential is somewhere between -1000
mV and -600 mV that indicates that both steel and zinc are corroding. The OCP can therefore
be used as a tool to measure if the zinc coatings are able to give a galvanic protection to the
steel. Generally, a mixed potential lower than -850 mV indicates a steel/ coating system
where the steel is galvanically protected. To investigate the galvanic activity of the tested
coatings all coatings have been investigated by measuring the OCP variation over time. From
the measurements it is clear that different coatings have different galvanic activity, Zinga and
ZingAlu was the most active (E < -1,0 V), Zinc ethyl silicate is less active than Zinga (E ~
0,95 V) but more active than zinc epoxy (E ~ 0,88 V), water borne zinc silicate showed initial
passive potentials (E ~ -0,3 to -0,5 V). First after about 20 hours the potential indicates
galvanic protection (E ~ -0,80 V). All coatings except ZingAlu provided galvanic protection
to the steel for more than 400 hours. To further investigate the galvanic action of the stand-
alone zinc systems, OCP measurements on scribed samples were performed. The results
showed that most stand-alone zinc rich coatings can provide a galvanic protection to the
scribe. ZingAlu appears to be relatively quickly depleted as the corrosion potential rises
comparatively fast. Water borne zinc silicate again showed slow initiation of the galvanic
action and was able to protect the steel for a comparatively short period, indicating a poor
galvanic protection. The three coat systems could only be studied on samples with a scribe.
Three coating systems conforming to C5 07 of 1SO 12944-5 were tested. Two of the systems
were very similar and were able to protect the scribe galvanically for about ten hours. In
comparison, a system formulated with electrically conducting additives/ binder was able to
protect the scribe galvanically for about 75 hours. Interestingly both zinc rich coatings with
80 % zinc by mass, gave similar or better galvanic protection compared to the 90 % zinc
reference system.

10.3 Discussion

The zinc pigmentation in zinc-rich coatings behave differently depending on the coating vehicle. In
other words, the properties of the binder and/ or other additives can affect the electrochemical activity
of the zinc pigment. Silicate binders can inhibit the anodic reaction on zinc which makes the coating
less reactive. Depending on the ratio of zinc and binder, epoxy binders can insulate the zinc
pigmentation and thereby limit the galvanic effect from the zinc pigmentation. Zinc coatings can also
be formulated with additives that increase the activity of the zinc.

The OCP measurements performed in this study indicate that the formulations with highest galvanic
activity was Zinga and ZingAlu. The least active zinc was found in water borne zinc silicate. The
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pigmentation in zinc-rich epoxy and zinc ethyl silicate were found to be intermediate. This order of
activity could explain some of the results from the accelerated tests. Zinga and ZingAlu are pigmented
well above CPVC with a very active zinc, consequently the coating gives a good cathodic protection.
On the other hand, the pigmentation is relatively quickly depleted. A faster consumption of zinc is
probably why the Zinga formulations did not perform well in the VDA test. The corrosion of the zinc
pigmentation in the waterborne zinc silicate is inhibited by the silicate binder, as a result the zinc
particles are not consumed as fast and the coating gives a comparatively poor galvanic protection but
the coating is not depleted as fast. Interestingly, in this study, the stand-alone zinc-rich coatings with
the lowest galvanic action gave the better results in the accelerated tests. There are several
mechanisms by which zinc-rich coatings can protect steel, these include:

e Galvanic protection

e Barrier protection

e Passivation of the steel and zinc pigmentation

e pH control/ buffering at the steel/ coating interface

It is clear that the expression of these mechanisms can be tailored by choosing an appropriate binder,
additives and degree of pigmentation. Depending on the type of exposure it is not always best to have
an active zinc. Rather, the key to success appears to be a moderately active zinc pigmentation.

11 Field exposures

It is well known [19] [17] [16] [18] that accelerated corrosion testing can be misleading and often
show low correlation with atmospheric corrosion in real applications. This effect has been found to be
particularly pronounced for zinc and zinc-rich coatings. To be able to draw any conclusions about
which coating system that can be accepted for maintenance of HDG steel, the results from the
accelerated corrosion tests must be complemented with natural weathering. In addition, many coating
specifiers request that protective coatings shall be tested and approved by outdoor exposure before
they may be used. The Swedish Road Administration and the building sector in Sweden currently have
a requirement that all protective coatings intended for atmospheric exposure shall be tested at a marine
test station with a corrosivity of C4-C5 for four years. Therefore field exposures were used as part of
this study to test the proposed coating systems described previously.

11.1 Exposure sites

In this study, three different exposure sites have been selected. Exposure station at Ryda, google
coordinates 59.761308, 17.128214. The site can be described as a rural area, the corrosivity is
measured annually and is usually C2 for carbon steel and C3 for zinc. Exposure station Bohus-
Malmon, google coordinates: 58.325998, 11.316686, can be described as a marine environment,
approx. 50m from seashore. The corrosivity is measured annually and is usually C5 for carbon steel
and C3 for zinc. Exposure station Boras, highway 40, google coordinates 57.704325, 12.837009, can
be described as road environment, the samples are located approximately one meter from the freeway,
corrosivity not quantified during this exposure, but previous exposures have indicated a corrosivity of
C4 for steel and C4 for zinc along highway 40.
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Figure 26. Location of exposure sites used in this study

11.2 Sample preparations

Samples of two different sample geometries were chosen for the exposures. One is a simple flat plate
with a freshly prepared HDG coating, called Flat Panel in this report. This sample geometry was
included to be able to compare the different coating systems with an optimally prepared surface. The
specimens can be used as a benchmark for the different products investigated. Flat panels were
pretreated by abrasive blasting to bare steel on one side, the cleanliness achieved was Sa 3. The
surface profile corresponded to medium grit according to 1SO 8502-3. The other side of the panels
were sweep blasted to create a profile but minimizing the zinc loss. The surface profile of the zinc
corresponded to fine according to ISO 8503-2. The abrasive used was non-metallic OK grit 55. After
pretreatment the panels were coated with the different coatings according to the instructions of the
manufacturer. Before exposure, the panels were edge protected by dip-coating with an aluminum
pigmented epoxy mastic.

The second sample geometry was an L-profile taken from decommissioned power transmission tower
and included fasteners (nut and bolts). The samples are named L-Profile panels in this report.
Considering coating systems for maintenance one must deal with the fact that maintenance work might
not always allow a perfect pretreatment. It is therefore interesting to also compare the products on
samples with less than perfect pretreatment.
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Figure 27. Sample plate design used in the outdoor corrosion testing. To the left: panels with new zinc coating
as well as steel surface. To the right: L-profiles with with nuts and bolts coated with spot repair methodology

L-Profile panels were machined from old L-profiles of a decommissioned power transmission tower.
The machining was made with cutting fluid that might have affected the cleanliness of the substrates.
After machining, all samples were washed with detergent in a Teijo C-2000 industrial washing
machine. After washing, the panels were pretreated in one of the following ways:

e The panels were pretreated using laser cleaning technology with a 100W laser. The resulting
surface profile was surprisingly good and could be compared to a fine grit profile according to
ISO 8503-2. The observed profile may be a result of an incomplete removal of zinc corrosion
products or it may be a result of shallow pitting profile formed in the substrate due to
prolonged natural weathering.

e The panels were pretreated using a 5 cm wide disc grinder with a 30-36 grit paper. The speed
was kept at a low rpm and the grinding was performed in hashed patterns to create a zig zag
scoring of the sample surface. The grinding was performed to efficiently remove all corrosion
products but leaving as much as possible of the underlying zinc coating intact.

¢ No additional pretreatment after washing

To accommodate correct application of the coatings the panels were prepared by approved applicators
following the instructions of the manufacturer. The different panels were therefore prepared at
different locations:

e Panels named N-P, B-D and F-1 were pretreated and painted by IPM in a painting hall in
Gavle.

¢ Panels named Q and R were pretreated and coated in a painting hall in Eskilstuna under
supervision of Mettler Oerlikon.

e Panels namned S-U and J-L were pretreated and painted by Zinga in a painting hall in Falun.

e Panels named A, E and M were pretreated and painted by Tikkurila in a painting hall in
Stockholm.

An overview of the samples and exposure sites is given in Table 3 and Table 4 below. Figures 28-30
show the samples at the start of the exposures at the respective test sites.
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11.3 Test matrix

Table 3. Summary of the corrosion testing programme. Figures in the table represent number of samples of each sample type, pretreatment method and

exposure station.

E::t?z:re Pretreatment Sample type Material (number of samples per repair methodology)
Flat L-Profile Zinga Agua Zingalu fontezinc EA. FIamg Zir?t? ethyl | Zincrich | Bridge Biltema
panels panels Zinga HR spraying | spraying | silicate epoxy | system | 99% Zinc
Bohus-Malmén
Blasting X 6 6 6 6 6/3 6/3 6 6
Laser X 6 6 6 6 6
Powertool X 6 6 6 6 6
Riksvag 40
Blasting X 6 6 6 6 6 6 6 6 6
Laser X 6 6 6 6 6
Powertool X 6 6 6 6 6 6
Ryda
Blasting X 3 3 3 3 3 3 3 3 3 3
Laser X 3 3 3 3 3
Powertool X 3 3 3 3 3 3
Unexposed reference samples
Blasting X 1 1 1 1 1 1 1 1 1
Laser X 1 1 1 1 1
Powertool X 1 1 1 1 1 1
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Table 4. Summary of tested coating materials, pretreatments and mean coating

thickness of tested samples

2Z?rzl\‘/aiation product name Description Si;r;[::e Pretreatment tot DFT DFT Zn CoDaI':ciTng Nuggfsr of
A Fontezinc HR Waterborne zinc silicate L-profile Laser cleaning 178 124 54 1
B Temazinc 99 solvent borne zinc rich epoxy L-profile Laser cleaning 146 124 22 1
C Temasil 90 Solvent borne zinc ethyl silicate | L-profile Laser cleaning 147 125 22 1
D Bridge system solvent borne L-profile Laser cleaning 294 123 171 3
E Fontezinc HR Waterborne zinc silicate L-profile Grinding 128 72 56 1
F Temazinc 99 solvent borne zinc rich epoxy L-profile Grinding 125 99 26 1
G Temasil 90 solventborne | zinc ethysilicate | L-profile Grinding 116 96 20 1
H Biltema spray solvent borne 1-c L-profile Grinding 124 101 23 1
I Bridge system solvent borne 1-c L-profile Grinding 306 96 210 3
J Zinga solvent borne 1-c L-profile Laser cleaning 184 125 59 1
K Zinga solvent borne 1-c L-profile Grinding 211 125 86 1
L Induron Solvent borne High solid L-profile Untreated 285 120 165 1
M Fontezinc HR Waterborne zinc silicate flat panels blasting 161 61 100 1
N Temazinc 99 solvent borne zinc rhich epoxy | flat panels blasting 133 53 80 1
0 Temasil 90 solventborne ethyl zinc silicate | flat panels blasting 134 49 85 1
P Bridge system solvent borne flat panels blasting 421 51 370 3
Q Sprayed Zn flame flat panels blasting 160 1
R Sprayed Zn light arc flat panels blasting 220 1
S Zinga solvent borne 1-c flat panels blasting 204 44 147 2
T ZingAlu solvent borne 1-c flat panels blasting 218 80 138 2
u Aguazinga Waterborne zinc silicate flat panels blasting 193 72 121 2
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Figure 30. Samples mounted in Ryda
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11.4 Inspection results after 32 months

The exposure on Bohus-Malmon was started on the 17" of September 2019. The exposure at Ryda
station was started on the 16" of September 2019 and the exposure by the highway in Borés was
started on the 19" of September 2019.

All sample specimens were inspected after approximately two years of field testing. One of the coating
products, ZingAlu on blasted steel exposed at Bohus-Malmédn have deteriorated prematurely. All other
samples that has been inspected showed no corrosion damage.

A second inspection of the samples exposed at Bohus-Malmén was made on the 22" of may 2022
after 32 months. Premature coating failure was noted both on Zinga and ZingAlu samples. Coating
degradation was found exclusively on the steel side of the flat specimens. The inspection results
showed that all other coating systems gave adequate corrosion protection for 32 months in a
corrosivity described as C5 for steel and C3 for zinc. At this point, a full destructive assessment of the
samples was deemed not meaningful because most samples were virtually unaffected by corrosion.
Pictures of the samples can be found in Appendix A. Figure 31 and Table 5 shows the results of the
pre-exposure pull-off adhesion and cross cut tests.

HDG-coatings usually have a very long life span in atmospheric conditions and coating systems used
for repairing or refurbishing HDG steel should also have a long life to protect the steel in an optimal
way. It is therefore impossible to perform natural corrosion testing of zinc rich coatings within a three
year research project. The natural corrosion testing will continue after the project is formally ended.
The progress of the sample deterioration will be followed yearly to assess the life span of the coating
systems. When enough information has been gained from the corrosion testing the project will
perform evaluations of the coating systems and publish the result in a written report containing
estimates of the expected service life of the studied methods.

Adhesion based on pretreatment method
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Figure 31. Graphical representation of table 6 describing adhesion depending on substrate and pretreatment
method for various types of coatings. Clean blasted steel gave best adhesion. Light blasted HDG gave lower
adhesion compared to steel, while laser cleaning and grinding gave comparable adhesion on old HDG steel.
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Table 5. Adhesion values for test panels using pull-off testing according to 1SO 4628 (two pull-offs per sample)
and cross cut-test according to 1ISO 2409 (two tests per sample). Adhesion for each coating has been evaluated
with different pretreatment methods, Abrasive blasting on a new HDG coating with non-metallic abrasives to
Sa3 according to ISO 8501-1 (denoted Blasting Sa3), light blasting/ profiling on new HDG coating using non-
metallic abrasives (denoted: Blasting Zn), hashed grinding with a slow rotating P36 disc on an old HDG coating
to achieve an even metallic sheen (denoted: Grinding Zn) and Laser cleaning with a 100W laser on an old HDG
coating to achieve a dull grey appearance (denoted: Laser Zn)

Coating Substrate PT\I/:;T Cr(?[zzcut Pull-off MPa Crciz;cut

Bridge system | Blasting Sa3 5,48 n/a 7,72 n/a
Blasting Zn 7,57 n/a 5,50 n/a

Grinding Zn 8,44 0 3,15 0

Laser Zn 7,41 0 4,29 0
Zn ethyl silicate | Blasting Sa3 5,47 n/a 8,39 n/a
Blasting Zn 5,81 n/a 5,00 n/a

Grinding Zn 4,58 0 3,47 0

Laser Zn 5,50 0 2,92 0
EP(Zn) Blasting Sa3 8,02 n/a 7,62 n/a
Blasting Zn 6,94 n/a 4,80 n/a

Grinding Zn 5,06 0 5,48 0

Laser Zn 5,32 0 5,58 0
Zinga Blasting Sa3 5,97 n/a 4,69 n/a
Blasting Zn 4,96 n/a 4,52 n/a

Grinding Zn 4,40 1 2,40 0

Laser Zn 2,56 1 2,92 0

Fontezinc HR Blasting Sa3 6,82 n/a 6,25 n/a
Blasting Zn 6,56 n/a 4,08 n/a

Grinding Zn 4,45 0 3,71 0

Laser Zn 3,80 0 3,28 0

ZingAlu Blasting Sa3 2,32 n/a 2,52 n/a
Blasting Zn 2,41 n/a 2,76 n/a

Agua Zinga Blasting Sa3 5,42 n/a 5,60 n/a
Blasting Zn 5,21 n/a 4,60 n/a

TSZ (flame) Blasting Sa3 2,38 n/a 4,95 n/a
Blasting Zn 7,76 n/a 5,73 n/a

TSZ (arc) Blasting Sa3 5,88 n/a 5,65 n/a
Blasting Zn 5,66 n/a 5,23 n/a
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12 Reference object inspections

Five different coating systems have been investigated by inspection of reference objects. The emphasis
has been on trying to find reference objects that are well documented and that have been coated a long
time ago. The study has focused mainly on zinc-rich coatings, with special interest in zinc-rich
coatings that have been used as stand-alone systems, i.e. without any topcoat. Such coating systems
can increase the applicability and ease of use as repair or refurbishment systems for HDG-steel
structures. The references used in the study includes coating systems applied on low alloyed steel. The
performance of coatings on steel is important for any coating used to repair HDG-steel. The results
from the reference inspections is available in a separate report. [1] Some of the highlights from the
report are as follows:

The breakdown mechanism of a coating can be very important when considering the corrosion
protection of an asset from a life cycle perspective. It is evident that all the zinc-rich coatings studied
deteriorated from the outside and in rather than via under-rusting and flaking. This mode of
breakdown can be very advantageous, it means that the assets can be spot repaired to a higher extent
than if they were protected with a coating system that deteriorates via flaking and loss of adhesion. A
relatively easy and ad hoc maintenance protocol for single layer zinc-rich coating systems can reduce
the need for downtime and secondary cost for maintenance of the asset.

It was hard to find any older and well documented refurbishments of HDG-steel to inspect within the
framework of this study. The project did however identify a number of such installations. Initially an
inspection trip including inspections of refurbished hot dip galvanized steel was planned, and the
project leadership was invited to visit Induron in Alabama to inspect some of their reference objects
coated with induraguard. During the visit we had planned to meet with the asset owners to some of the
old refurbished steel structures. The project leadership was also invited to partake in inspections of a
power transmission tower refurbishment performed with Zinga for Statnett in Norway. Unfortunately
these reference trips was never carried out due to lock downs following the Covid-19 pandemic. In
place of the inspections. Meetings with the asset owners have been held via teams and mail and the
outputs from these meetings are detailed below.

12.1 Contact with asset owners and maintenance providers

The literature study that was performed prior to this project showed that corrosion of HDG steel can
be a problem. Refurbishments of power transmission utilities is an elaborated business in USA, New
Zealand and in the United Kingdom. Refurbishments of HDG power transmission towers is extremely
challenging and it is of interest to this project to share experience and get insights into how different
owners tackle their corrosion problems. One aim of this project has therefore been to establish a
contact with asset owners that regularly perform maintenance of their HDG steel. Some of the results
have been included in the following section.

12.1.1 Transpower New Zealand

Transpower is the infrastructure provider that handles power transmission and distribution in New
Zealand. Being an island in the pacific, New Zealand has a very different climate compared to
Sweden. The corrosivity on the island varies a lot with location, and land based assets are placed in
environments that ranges from benign to extreme corrosivity. Transpower has a dedicated
maintenance team and maintenance program that includes regular inspections of all of their assets.
They have elaborated an inspection methodology that classifies their HDG steel constructions into
different classes of corrosion decay. The classification system is used to plan for future inspections
and maintenance of their power transmission towers. According to the maintenance team, it is very
important to carry out refurbishments with the right timing in order to get an economically sound
maintenance program. Transpowers asset portfolio includes unpainted HDG towers that have a life
expectancy of about 15-150 years from installation to the first refurbishment. Refurbishment methods
used have a life expectancy of 5 — 25 years depending on the location of the asset. The current
maintenance plan includes refurbishments by blasting and painting of about 400-450 towers per year.
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Tower painting is mainly carried out with vinylic coatings, but Transpower have also trialed zinc-rich
coatings. In an effort to exchange knowledge, the maintenance team of Transpower have shared the
complete refurbishment programme including corrosion assessment methods and key recoat factors
used to plan refurbishments of power transmission utilities with their Swedish counterpart at Swedish
powergrids. Transpower has also communicated rough estimates of the cost for refurbishments and
newbuilds, see Table 6

Table 6. Approximate cost for new installation, first refurbishment and secondary refurbishments for power
transmission towers in New Zealand.

First
New coat Recoat
Type of structure installation [k | [kNZD]
[k NZD] NZD]
Small power transmission tower, 230-280 m? 200-250 170 50
Large power transmission tower 1000 m? 400-450 11%% 120-140

12.1.2 Power transmission tower maintenance in USA

In USA there appears to be a well evolved infrastructure of entrepreneurs that perform maintenance of
galvanized steel. For example, Public Utilities Maintenance Incorporation is one organisation, the
following can be read at their webpage:

PUM Inc. is a painting/corrosion control contractor specializing in painting of high voltage steel
lattice electrical transmission towers, tubular steel transmission poles, telecommunication towers,
light poles, power substation structures, power generation structures, and similar elevated complex
structures ... Since 1992, we have safely and successfully painted over 70,000 steel transmission
towers and poles of voltages ranging from 69kV to 765 kV ... Over 90% of the transmission structures
were energized during painting operations.

Curt Hicox, a co-worker at Public Utilities maintenance Incorporation has extensive experience of
coating work on galvanized steel structures. His view is that power transmission assets have to be
maintained simply because there are so many of them. Galvanized lattice power transmission towers
are typically designed for technical lifetime of about 80 to 100 years, however, according to Hicox, the
practical life of such structures tend to be about 40-50 years on average of the population of lattice
towers built in the US. The expected practical life depends on the location and the corrosivity where
the towers are built. In USA and Canada there is about 1 million transmission towers and poles.

According to Hicox, it would be impossible to replace them, both from a cost standpoint and because
of logistical constraints. For many years it has been the practice in the US, as well as in Canada and
many other countries, to perform transmission structure corrosion-related maintenance and repair.
Depending on structure size, a crew can normally paint more than one tower a day. This equates to
direct costs of repainting a structure that are just a fraction of the costs to replace, and the savings of
the logistical costs relating to time, outage requirements and environmental impact for replacing are
even more significant.

One important factor for corrosion mitigation of worn out steel structures appears to be the timing of
the maintenance. If a structure is maintained when it is about 50% rusted the total cost for
refurbishment is typically 40 % higher compared to what it would have been if the maintenance was
performed at a stage where the steel was only 5% rusted [20] [21]. This difference can be attributed to
a much more costly pretreatment and need for duplex coating systems on steel that is heavily
corroded. If the galvanized steel is maintained before all zinc is consumed, the refurbishments can be
performed with minimal pretreatment and a single coat paint application. The cost for recoating is
about 10 000 USD for a tower that costs about 200 000 USD to build.

Years ago a coating technology was developed that afforded long term, cost effective protection to
weathered, moderately corroded galvanized steel towers and poles. A single coat, hand applied (not
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sprayed) to minimally prepared (hand tool cleaned) moderately rusted galvanized steel transmission
and substation structures provides approximately 25 years of protection when exposed to non-coastal,
moderate atmospheres. The Keeler & Long PPG 4400 Series was the original coating developed for
this application back in the 1950’s, however other manufacturers such as Induron Protective Coatings
with their 9200 Induragard Tower Coating are also widely used. As a result of continuous contact
with Induron, this project has contributed to the establishment of an agreement between Induron and
AB Ro6a who have become a retailer of the Induron products in Sweden.

12.1.3 Statnett of Norway

Statnett of Norway has recently invested in refurbishments of two power transmission towers. The
towers are about 70-80 years old and are placed in an industrial area located close to the sea. The
corrosivity at the location has probably been relatively high due to a combined effect of the sea and the
industrial atmosphere. The steel in the towers showed spot-wise complete consumption of the HDG-
coating with accompanying red-rust and development of pack rust. The towers are placed within a
factory facility with sensitive surroundings and the towers are the only point of power supply to the
factory. The chosen refurbishment method included scaffolding and a full cover-up with plastic
containment to protect workers and the sensitive surroundings from contamination of blasting media
and overspray. All steel members of the towers were wet blasted with a slurry of abrasives and water
containing Chlor-rid. After abrasive blasting, the steel was coated with Zinga 2x90um. The
application technique used was airless spraying. The work was carried out up to about half of the
height of the towers while power was transmitted. The line arms and the top of the towers were treated
with the power off. Feedback from Statnett is that the wet abrasive blasting technique created too
much vapor inside the containment which made visibility during blasting a problem. The second tower
will be sandblasted with traditional dry methods. The cost of the refurbishment was about the same as
a new build. Several factors, including access to the towers, power supply demand and limited space
for a new build was key to the choice of refurbishing the towers instead of replacing them.

12.1.4 Swedish HDG asset owners

Some Swedish infrastructural assets are purchased with requirement specifications that rely on an
additional domestic annex in the SS EN ISO 1461 standard for HDG-coatings. For example, HDG
steel ordered for power transmission utilities owned by Swedish powergrids are often required to be
coated with no less 95 um, however, it is not uncommon that the actual coating thickness significantly
exceeds the 95 um requirement. The Swedish road administration uses a requirement of minimum 115
pum. Both the Fe/Zn 115 and the Fe/Zn 95 requirements constitute a considerable thickness and life
expectancy increase compared to the general European norm of 85 um. Both Swedish powergrids and
the Swedish Road Administration have reported that general atmospheric corrosion of HDG steel is
not currently a problem. Today, atmospheric HDG steel along roads and powerlines is usually
replaced for other reasons than corrosion.

13 Proposed repair methods

The results of the investigations from the previous sections allows the below recommendations for
repair methods to be made. These recommendations can be used by asset owners during maintanenace
planning and procurement.

13.1 Small damage on new HDG steel

e If the corrosivity is low, C3 (for zinc) or lower, small damages can be left unattended provided
that they are not located in safety critical areas of the steel structure.

If small damages shall be repaired, any of the following can be recommended:

e Washing, grinding with abrasive paper, brush painting with waterborne zinc silicate
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e Washing, blasting to Sa3, and coating with thermally sprayed zinc or Zn/Al
e Washing, blasting to Sa2'%, and painting with a zinc-rich coating product

13.2 Refurbishments of complete steel structures

Complete refurbishment of HDG steel structures with worn out corrosion protection may be
refurbished by any of the following:

The Induron method (see section 9.6)

Wet abrasive blasting followed by painting with vinyl coating

Wet abrasive blasting followed by painting with zinc-rich coating

Dry abrasive blasting to Sa3, followed by coating with thermally sprayed zinc or Zn/Al

14 LCA of proposed repair method

An LCA study according to the relevant standards, comprising climate impact and ozone formation
potential has been carried out within this project and is available in a separate report. [22] This section

gives a brief summary of the results from the LCA study. The results are compiled graphically in

figure 29 and 30. The results in figure 29 and 30 depict the environmental burdens from one occasion
of refurbishment compared with one new-build. However, the expected life extension of the different
refurbishment methods are different. Both the life extension and the expected life of a new build, (the
base-case) will differ depending on the corrosivity where the asset is placed during service. To get a

different picture of the same results Figure 31 and 32 depict the number of refurbishments that can be
performed to reach a breakeven point for the environmental burdens. In other words, how many times

can a specific refurbishment be performed before it becomes environmentally more beneficial to
rebuild the structure instead of refurbishing it.

Climate impact of all the refurbishment options compared to the base case
replacement

Zinga, painting incl pretreatment

nduraguard, painting incl pretreatment
Solvertborne epoxy, painting ncl pretreatment
Zinc silicate waterborne, Fontezing incl prt&prir
Zinc ethyl slicate, painting incl pretreatmnt

TSZ Thermally sprayed zing, incl pretreat, m2

Bese case, Life ocycle

kg CO2 eqvirg zinc&laser kg CO2 eqrec zinc&laser kg CO2 eqirg zinc&wetblast W kg CO2 eqrec zinc&wetblast

Figure 32. Results from the LCA showing the amount of CO2 equivalents for the base-case and one

refurbishment for each refurbishment method The refurbishment methods include both various pre treatment

methods and different results depending on the source of zinc, recycled or virgin zinc.

44

Transaktion 09222115557493726525

Signerat AG, BT



Ozon formation impact of all the refurbishment options compared fo the
base case replacement

Zinga, painting incl pretreatment
Induraguard, painting incl pretreatment
Solentborne epoxy, painting incl pretreatment

Zincsilcate waerborne, Fontezing incl prtsprer

TSZ Thermally sprayed zinc, incl pretreat, m2

Base case, Life cycle

Zinc ethyl sllicate, painting incl pretreatmnt —

0 0,02 0,04 0,06 0,08 0,1 0,12

0

kg MOx eq virg zinc&laser M ke NOxeqreczincilaser @ kg NOx eq virg zinc@&wetblast W kg NOx eq rec zincBwetblast

Figure 33. Results from the LCA showing the amount of smog forming potential or NOx equivalents for the
base-case and one refurbishment for each refurbishment method The refurbishment methods include both
various pretreatment methods and different results depending on the source of zinc, Recycled or virgin zinc.
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Figure 34 The graph shows the minimum required life extension (in numbers of years) that each refurbishment
method has to prolong the service life of the asset in order to be beneficial, (in terms of CO2-footprint). The
required life extension is linearly dependent on the life expectancy of the base-case, (x-axis).
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Figure 35 The graph shows the minimum required life extension (in numbers of years) that each refurbishment
method has to prolong the service life of the asset in order to be beneficial, (in terms of CO2-footprint). The
required life extension is linearly dependent on the life expectancy of the base-case, (x-axis).

14.1 Conclusions from LCA study

Pretreatment using blasting is a large contributor to the overall environmental footprint. This can be
reduced by using laser cleaning to prepare the surface. Laser cleaning also reduces the amount of
hazardous waste. The LCA model includes virgin zinc for TSZn and HDG steel. Zinc in coatings may
come from zinc dross, recycled from galvanizing plants and many zinc coatings are based on recycled
zinc. The zinc origin has a significant factor in the LCA and hence for the resulting environmental
footprint. Thermally sprayed Zn and zinc silicates are good options where blasting is possible. Without
blasting possibilities, Induraguard 9200 appears to be an interesting alternative. To minimize the NOx
emissions, it is important to reduce pretreatment by blasting and to use coating products with low
VOC, alternatively to use coating products formulated with VOC with low smog forming potential.
Typical solvents that give high smog forming potential are aromatic solvents such as xylene and
toluene.

15 LCC case study

Refurbishment of complex HDG structures such as power transmission towers is not normally
performed in Sweden. It is therefore hard to get an accurate quote for what a typical refurbishment will
cost before a business infrastructure of dedicated maintenance entrepreneurs has been established.
Conswaquently it is more interesting to compare the price of actual refurbishment jobs that have been
performed elsewhere, where such maintenance entrepreneurs exists. In the following case study, we
have summarized price estimations of the different methods studied in this research report. Cost
estimations are based on actual cases for different methods used in New Zealand, USA and Norway,
see section 12. Technical lifetime of refurbishments play an important role in the overall LCC. Life
extensions for the various methods are based on experience from Induron and PUMINC (USA), as
well as the reference object inspection and corrosion testing reports completed as part of this research
study. [15] [1] The results presented here are estimations of refurbishments of power transmission
towers, the actual costs of a real refurbishment project will depend on the specific steel structure and
its accessibility. It should be mentioned that refurbishments on more accessible objects such as street
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lamp posts or handrails is likely to have higher economical potential using blasting as pretreatment.
Below we have compiled a list of considerations that will affect the cost of a refurbishment.

Basic considerations

e The cost for each refurbishment of a specific HDG asset depends on location, accessibility,
and complexity of the structure.

e The choice of pretreatment method is important and will be directly mirrored in the total
maintenance life cycle cost.

e An important consideration when choosing a maintenance program is the life expectancy of
the maintenance method and the life expectancy of the base case, i.e. a new HDG steel
structure.

e The life expectancy for both refurbishment and steel exchange depends on the corrosivity at
the location where the asset will be used.

e Given a specific pretreatment method, we know from earlier studies [23] that the price for the
coating product does not significantly affect the overall price for each maintenance job.

15.1 Refurbishment with scaffolding and dry abrasive blasting

Statnett has reported that the cost for full containment, washing and abrasive blasting followed by two
coat application with a zinc-rich coating was roughly as expensive as a replacement with a newly built
HDG tower. In this context, we can assume a refurbishment cost of 100% of the base case for a
refurbishment consisting of scaffolding, containment, blasting and two coats of paint.

15.2 Refurbishment without scaffolding and vinyl coatings

From our discussion with Transpower we have some indicative costs for newbuilds and
refurbishments, see Table 6. These costs have been elaborated to account for a fictive maintenance
program where the practical life of the asset is doubled see Table 7. The average cost of refurbishing
for each recoat has been calculated in Table 8. This gives us a cost estimate that can be used to
compare maintenance costs with the other refurbishment methods. We can assume that each
pretreatment by partial containment and wet abrasive blasting/ slurry blasting costs around 35% of the
base case.

Table 7. Approximate cost for new installation compared with refurbishment cost for power transmission towers
in New Zealand
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Life span |Expected| Life span
Type of _ New Number of w/o life of with Cost of
installation . . . maintenance

structure coats Maintenance | coating |maintenance

[k NZD] [k NZD]

[years] [years] [years]
Small tower 1'st coat
230-280m?2 200-250 ’ 5 30 270
2 recoats

Large tower 1:st coat 400-460
1000m2 400-450 2 recoats 5 30
Small tower 1:st coat
230-280m2 200-250 2 recoat 20 120 320
Large tower 1:st coat 520-600
1000m2 400-450 2 recoats 20 120
Small tower 1:st coat
230-280m2 200-250 3 recoat 25 200 320
Large tower 1:st coat 520-600
1000m2 400-450 3 recoats 25 200

Signerat AG, BT




Table 8. Approximate cost for new installation, first refurbishment and secondary refurbishments for power
transmission towers in New Zealand. The last column is an estimation of average cost per refurbishment
expressed as present of a new installation, which is defined as the base-case in our LCA study

. New_ First coat Recoat # Avergge COSt{)

'”[Skt?\'l';g‘]’” [k NZD] [kNZD] | refurbishments| "efurbishment %6
S ower 200-250 170 50 +2 36-45%
Large tower 400-450 160-180 120-140 +2 30-35%

15.3 Refurbishment with induragard

From our discussions with Induron, and Public Utility Maintenance Inc we have information that
recoating a power transmission tower without containment or pretreatment using one coat of
Induraguard costs about 10 000 USD for an intermediate sized 200 000 USD power transmission
tower. 10 000 USD equals about 7% of the base case for a small power transmission tower as per
Transpowers example, or about 4% for a large tower. We can therefore estimate that the cost for
refurbishment without pretreatment, scaffolding or containment is about 5% of the base case.

15.4 Summary of cost estimates

In this context, it is immediately clear that scaffolding and containment is a major cost driver for
complete refurbishments of power transmission towers. A second cost driver is the choice of
pretreatment method and number of coats that must be applied. From earlier LCC studies on recoating
bridges we know that the cost for paint is about 2% of the total LCC costs of a bridge maintenance
program. If we assume similar cost for paint applied to power transmission towers, we can disregard
the comparatively small price differences between different coating products. However, the choice of
coating product has a big impact for the expected maintenance cost because different products require
different pretreatments. In Table 9 rough cost estimates depending on maintenance methods have
been indicated, the table also indicates which maintenance methods that can be used with which
coating products.

Table 9. Rough estimations of cost compared to the base case (steel structure exchange). According to
experience from PUM Inc. (USA), Transpower (NZ) and Statnett (NOR).

HDG | Zinga | 1ZS |WBHRZS| TSZ Vinvlic Induragard
80um |120pm| 90pm | 90um |[100pum y 200pum

Maintenance method

RebuildBase case

0,
Cost [% of base case] L0

Full containment, blasting
Cost [% of base case]

Partial containment, wet
blasting
Cost [% of base case]

No containment no blasting
Cost [% of base case]

Note: Green cost assumptions are based on cost from real refurbishment projects, orange costs are estimates
based on similar refurbishment methods and the assumption that pretreatment is the main cost driver for
refurbishments, it is estimated that zinc silicates (1ZS and WBHRZS) require more thorough blasting compared
to Zinga and vinylic coatings, hence the slightly higher cost . Yellow cost assumptions is 100% for the base case
by definition. n/a means that the indicated pretreatment method is not recommended for the indicated product.
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15.5 Expected life

The perhaps most important factor in establishing a valid life cycle cost (LCC) analysis for protective
coatings is to have a correct estimation of the expected life of the protection. In this analysis, we have
based the life expectancy as much as possible around real installations and experience, see Table 10.
The life expectancy of vinylic coatings is based on experience from Transpower of New Zealand.
With 400-500 refurbishments per year they have extensive experience from the system. The life
expectancy of Induraguard 9200 is based on experience from the US where about 5000 refurbishments
are performed per year. Zinga and waterborne zinc silicates have been studied by both accelerated
corrosion testing and via reference object inspections. These studies indicate that zinga and zinc ethyl
silicates will have a life of at least 30 years and 50 years respectively in the indicated corrosivity class.
In addition, the AS/NZS 2312: 2002 standard indicates that waterborne silicates have longer life than
HDG and that zinc ethyl silicates have an expected life that is roughly half that of HDG steel.
Thermally sprayed coatings are expected to have slightly shorter service lives compared to HDG but
they are usually applied in somewhat higher thickness, which makes the two types of coatings equal in
terms of expected service life. We do not have any long term data available for stand-alone zinc
epoxies and we have therefore chosen to omit it from this LCC. The field exposures started within this
project are still ongoing and the plan is to evaluate the samples intermittently to be able to update the
life expectancies when new information is available.

Table 10 Expected life extension of refurbishment of power transmission towers placed in an environment
described as C2 for steel and C3 for zinc. Estimates of expected life extensions are according to experience from
Induron/ Alabama Power, the reference object inspection and corrosion testing reports performed as part of this
research study (RISE ref).

HDG Zinga I1ZS WBHRZS| TSZ Induragard
200pum

80um | 120um | 90um 90um | 100um Vinylic

expected life

[years] S

Note: Green life expectancies are based on experience from real refurbishment projects. Orange estimates are
rough estimates based on reference object inspections and corrosion testing. Estimation in red is based on the
AUS/NZ standard that estimates waterborne zinc silicates to be at least as long lived as HDG. Yellow life
expectancies are based on zinc corrosion rates corresponding to C3 for zinc.

15.6 LCA and LCC summary

Building on the framework of estimated refurbishment costs, expected life, and LCA results for the
various refurbishment methods we have made an effort to compile a holistic summary of HDG
refurbishment, see Table 11 and Figure 36. The figure shows expected costs and climate impact
reduction of refurbishing and thereby doubling the life of an existing steel structure with worn out
corrosion protection. Depending on the refurbishment method, a different number of refurbishments
will be required in order to double the service life of the given asset. The number of refurbishments
are also important because it gives a hint at the amount of logistics needed for a complete maintenance
program.

Table 11 Summary of expected costs and life expectancies for various maintenance methods of a HDG steel
structure placed in an environment corresponding to C2 for steel and C3 for zinc.

HDG | Zinga IZS |WBHRZS| TSZ Vinvli Induragard

80um |120pm| 90um | 90pm |100um| ™| 200um
” Oﬂfgzz casel 100% | 35% | 50% | 50% |100%| 35% | 5%
Exﬁszzi‘i]hfe 100 | 30 | 50 | 100 | 100 | 25 25
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Exchange VS full refurbishment of an asset with 100 years
expected life in a C2 (steel)/ C3(zinc) environment

4,5

4
& 35
8
% 3 H base case 80um
Q0
e 2,5 B TSZ 100pm
Re]
@ 2 B WBHRZS 90um
3
I 1,5 1ZS 90um
o
2 n W Zinga 120pm
ko)
k3] Induragard 200pum
© 0,5
&=

0 |

# refurbishments total cost totalCO2 total NOx

Figure 36 Summary of estimated total maintenance, cost, climate and NOx footprint for refurbishing a HDG
power transmission tower in C2 (steel) C3 (zinc) with an expected service life of 100 years .

16 Discussion

This study aimed to make a holistic analysis of maintenance of hot dipped galvanized steel structures,
and to investigate how, when and if a maintenance strategy should be undertaken.

Through our communication with Swedish powergrids and the Swedish road authorities we have
learned that hot dip galvanized steel is usually not exchanged due to atmospheric corrosion, rather it is
much more common that steel structures are replaced for other reasons, for example due to structural
defects such as impact damage on road furniture, or due to rerouting or capacity increase by the power
transmission companies. In this context it should also be mentioned that Swedish powergrids have an
extensive maintenance programme for steel members buried in soil. But there are also examples where
maintenance strategy for atmospheric corrosion of HDG may be beneficial, for example street lamp
posts, radio masts and stay cables. In other countries, e.g. USA, New Zealand and UK, a methodology
to maintain and refurbish hot dip galvanized steel is rather well established, particularly for power
transmission towers.

A reason for the difference in maintenance strategy may be a relatively low corrosivity for zinc on
infrastructural assets in Sweden. The corrosivity for zinc in Sweden can often be assumed to be C3,
which equals a corrosion rate of approximately 1 um coating loss per year. It may also be due to
higher demands on coating thickness and national addendums to the 1SO standards used for hot dipped
galvanized steel by Swedish authorities. The expected life of a HDG coating is thus about 100 years.
In this context, it might well be that most of Sweden’s infrastructural assets still have some 30-60
years of technical life before they would need to be exchanged due to corrosion. If that is the case, it
may be that this study was started well before a general problem has formed. On the other hand, from
our discussions with overseas asset owners, the timing of refurbishments appear to be crucial to build
a cost effective maintenance program. In that sense, this study could be useful for starting such
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maintenance program before it is too late, or before the logistics for such a program become
impractical. During the project we have also had contact with several asset owners who are interested
in pursuing a maintenance program for HDG steel in order to proactively prevent a situation where an
ageing infrastructure becomes logistically challenging.

The corrosivity of zinc can be very local and different parts of the same structure may show very
different corrosion rates. For a HDG structure with expected life of 100 years it is not unlikely that
coating loss on corrosion hot-spots could consume all the coating in around 10 to 15 years. This fact
makes repair methods or partial refurbishments of hot dip galvanized steel interesting. It is also
common that hot dip galvanized steel gets damaged during transport and structure assembly. Such
damages may, depending on the corrosivity and damage location need to be repaired to comply with
the intended design life of the structure. How to best repair HDG structures have also been a focus of
this study. We have divided maintenance work into two categories, complete refurbishments and
repairs.

Refurbishment of HDG steel structures with worn out corrosion protection may be refurbished by:

The Induron method

Wet abrasive blasting followed by painting with vinyl coating

Wet abrasive blasting followed by painting with zinc rich coating

Dry abrasive blasting to Sa3, followed by coating with thermally sprayed zinc or Zn/Al

If the corrosivity is low, C3 (for zinc) or lower, small damages can often be left unattended provided
that they are not located in sensitive areas of the steel structure.

If small assembly damages or corrosion ot-spots shall be repaired, the following methods can be
recommended:

e Washing, grinding with abrasive paper, brush painting with waterborne zinc silicate
e Washing, blasting to Sa3, and coating with thermally sprayed zinc or Zn/Al
e Washing, blasting to Sa2%, and painting with zinc rich coating product

The life cycle analysis, LCA that has been performed as part of this project, clearly indicates that
refurbishments gives much less environmental impact compared to structure exchange. To minimize
the environmental impact of a single refurbishment, preferred coatings should require minimal
pretreatment and be formulated with low VOC, or with VOC that has a low smog formation potential.

The approximate costs that have been used in the life cycle cost analysis come from experience from
power transmission asset owners abroad. It is clear that in order to limit the cost of refurbishment, the
used coating should require minimum pretreatment, and the coating work should be performed without
scaffolding or containment in order to be economical. The life cycle cost analysis shows that most of
the methods studied can be cheaper than compared to exchanging the structure. However, a
maintenance program can become logistically challenging, especially when the business chain for
such maintenance work is not in place.

The most important factor for LCA analysis of protective coatings, is the expected service life of the
treatment. The corrosion testing performed in this project has not been completed and a precise life
expectancy from the various methods studied is not yet available. The corrosion testing will be
followed closely and the results will be updated yearly. In lack of precise life expectancies we have
used approximate life expectancies for the various methods. The life expectancies used in the LCA are
based on reference object inspections, experience from power transmission asset owners abroad and
the AU/ NZ standard.
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18 Referenced standards

ISO 1461 Hot dip galvanized coatings on fabricated iron and steel articles — Specifications and test
methods

ISO 12944-5 Paints and varnishes - Corrosion protection of steel structures by protective paint
systems - Part 5: Protective paint systems

I1SO 12944-6 Paints and varnishes - Corrosion protection of steel structures by protective paint
systems - Part 6: Laboratory performance test methods

I1SO 12944-9 Paints and varnishes - Corrosion protection of steel structures by protective paint
systems -Part 9: Protective paint systems and laboratory performance test methods for offshore and
related structures

I1SO 9226 Corrosion of metals and alloys -- Corrosivity of atmospheres -- Determination of corrosion
rate of standard specimens for the evaluation of corrosivity

ISO 2808 Paints and varnishes -- Determination of film thickness

ISO 2178 Non-magnetic coatings on magnetic substrates - Measurement of coating thickness -
Magnetic method

ISO 2063 Thermal spraying - Zinc, aluminium and and their alloys - Part 1: Design considerations and
guality requirements for corrosion protection systems

I1SO 3549 Zinc dust pigments for paints - Specifications and test methods

ISO 14713 -1 Zinc coatings - Guidelines and recommendations for the protection against corrosion of
iron and steel in structures - Part 1: General principles of design and corrosion resistance

ISO 14713 -2 Zinc coatings - Guidelines and recommendations for the protection against corrosion of
iron and steel in structures - Part 2: Hot dip galvanizing
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ISO 8501-3 Preparation of steel substrates before application of paints and related products - Visual
assessment of surface cleanliness - Part 3: Preparation grades of welds, edges and other areas with
surface imperfections

ISO 4628-1 Paints and varnishes - Evaluation of degradation of coatings - Designation of quantity and
size of defects, and of intensity of uniform changes in appearance - Part 1: General introduction and
designation system

ISO 4628-2 Paints and varnishes - Evaluation of degradation of coatings - Designation of quantity and
size of defects, and of intensity of uniform changes in appearance - Part 2: Assessment of degree of
blistering

ISO 4628-3 Paints and varnishes - Evaluation of degradation of coatings - Designation of quantity and
size of defects, and of intensity of uniform changes in appearance - Part 3: Assessment of degree of
rusting

I1SO 4628-4 Paints and varnishes — Evaluation of degradation of coatings — Designation of quantity
and size of defects, and of intensity of uniform changes in appearance — Part 4: Assessment of degree
of cracking

ISO 4628-5 Paints and varnishes - Evaluation of degradation of coatings - Designation of quantity and
size of defects, and of intensity of uniform changes in appearance - Part 5: Assessment of degree of
flaking

ISO 4628-6 Paints and varnishes - Evaluation of degradation of coatings - Designation of quantity and
size of defects, and of intensity of uniform changes in appearance - Part 6: Assessment of degree of
chalking by tape method

ISO 4628-7 Paints and varnishes - Evaluation of degradation of coatings - Designation of quantity and
size of defects, and of intensity of uniform changes in appearance - Part 7: Assessment of degree of
chalking by velvet method

ISO 4628-8 Paints and varnishes - Evaluation of degradation of coatings - Designation of quantity and
size of defects, and of intensity of uniform changes in appearance - Part 8: Assessment of degree of
delamination and corrosion around a scribe or other artificial defect

ISO 8501-1 Preparation of steel substrates before application of paints and related products - Visual
assessment of surface cleanliness - Part 1: Rust grades and preparation grades of uncoated steel
substrates and of steel substrates after overall removal of previous coatings

ISO 8502-6 Preparation of steel substrates before application of paints and related products - Tests for
the assessment of surface cleanliness - Part 6: Extraction of water soluble contaminants for analysis

ISO 8502-9 Preparation of steel substrates before application of paints and related products - Tests for
the assessment of surface cleanliness - Part 9: Field method for the conductometric determination of
water-soluble salts

ISO 8502-3 Preparation of steel substrates before application of paints and related products - Tests for
the assessment of surface cleanliness - Part 3: Assessment of dust on steel surfaces prepared for
painting (pressure-sensitive tape method)

ISO 8503-2 Preparation of steel substrates before application of paints and related products - Surface
roughness characteristics of blast-cleaned steel substrates - Part 2: Method for the grading of surface
profile of abrasive blast-cleaned steel - Comparator procedure

ISO 4624 Paints and varnishes - Pull-off test for adhesion

ISO 2409 Paints and varnishes -Cross-cut test
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NACE SP0315-2015/IEEE Std 1835-SG, Atmospheric (Above grade) Corrosion Control of Existing
Electric Transmission, Distribution and Substation Structures by Coating Systems

NACE SP0215-2015/IEEE Std 1839-SG, Below-Grade Corrosion Control of Transmission,
Distribution, and Substation Structures by Coating Repair Systems

NACE SP0415-2015/IEEE Std 1895-SG, Below-Grade Inspection and Assessment of Corrosion on
Steel Transmission, Distribution, and Substation Structures
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Appendix A
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Figure 37. System R, thermally sprayed zinc (TSZ) applied with flame spraying equipment, bottom half was seald with thinned epoxy.
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Figure 38 System P, thermally sprayed zinc (TSZ) applied with arc spraying equipment, bottom half was seald with thinned epoxy using a brush.
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Figure 39 System Q, bridge system, corresponding to system C5.08 according to SS-EN 1SO 12944-5. EP (Zn 90%), EP (MIO), PUR.
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Figure 40. System N, EP (Zn 90%)
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Figure 41 System M, Fontezinc HR, Waterborne zinc silicate
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Figure 42 System U, Aqua Zinga, Waterborne zinc silicate
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Figure 43 System O, Zinc ethyl silicate, solvent borne silicate
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Figure 44 system S, Zinga, one component zinc rich coating
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Figure 45 System T. ZingAlu, Zinc/ Aluminum pigmented one component
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Figure 48 System E, Fontezinc HR, grinding Figure 49 System E, Fontezinc HR with scribe, grinding
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Figure 52 System C, Zn ESI, laser Figure 53 System C, Zn ESI w scribe laser
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Figure 54 System H, Biltema Zn spray, grinding Figure 55 System H, Biltema Zn spray w scribe, grinding

Figure 56 System J, Zinga, grinding Figure 57 System J, Zinga with scribe, grindnig
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Figure 58 System K, Zinga, laser Figure 59 System K, Zinga with scribe, laser

Figure 60 System F, Epoxy (Zn), grinding Figure 61 System F, Epoxy (Zn) with scribe, grinding
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Figure 64 System |, bridge system, grinding Figure 65 System I, bridge system with scribe,
grinding
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Figure 66 System D, bridge system, laser Figure 67 System D, bridge system with scribe, laser

%mnwmwwmm

Figure 68 System L, Induragard, no pretreatment Figure 69 System L, Induragard with scribe, no
pretreatment
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-05-30 09:11:29.458738 UTC ±34 ms

    		2023-05-30 08:35:54.895028 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Andrew Gordon (AG) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-08-28 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-05-30 09:11:29.458738 UTC ±34 ms

    		2023-05-30 08:35:54.895028 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (bjorn.tidbeck@ri.se) to Bjorn Tidbeck (BT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-30 09:11:30.240371 UTC ±34 ms

    		2023-05-30 08:35:54.895028 UTC

    		

      192.71.100.250

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Andrew Gordon (AG) signed the document.

      


    

  



  

  

    		2023-05-30 09:11:36.773154 UTC ±34 ms

    		2023-05-30 08:35:54.895028 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Bjorn Tidbeck (BT) was delivered.

      


    

  



  

  

    		2023-05-30 09:42:59.749339 UTC ±23 ms

    		2023-05-30 09:35:56.444778 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to bjorn.tidbeck@ri.se was opened.

      


    

  



  

  

    		2023-05-30 10:32:05.374636 UTC ±178 ms

    		2023-05-30 09:35:56.444778 UTC

    		

      193.10.65.60

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.57

      

    

    		

      

        The party Bjorn Tidbeck (BT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-30 10:33:01.472003 UTC ±180 ms

    		2023-05-30 09:35:56.444778 UTC

    		

      193.10.65.60

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.57

      

    

    		

      

        The signatory Bjorn Tidbeck (BT) signed the document.

      


    

  



  

  

    		2023-05-30 10:33:01.472003 UTC ±180 ms

    		2023-05-30 09:35:56.444778 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.21 ms

		standard deviation: 2.01 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈78.481%

		|e| < 5 ms: ≈98.682%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-04-18 17:53:55.257803 UTC and 2023-05-30 09:35:56.444778 UTC:







  		Time collected

  		Clock offset







  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  





  

    		2023-04-26 12:01:22.773836

    		0.3 ms

  





  

    		2023-04-26 13:01:25.235393

    		0.3 ms

  





  

    		2023-04-26 14:01:28.008988

    		-0.4 ms

  





  

    		2023-04-26 15:01:30.021175

    		-1.5 ms

  





  

    		2023-04-26 16:01:31.753907

    		-0.2 ms

  





  

    		2023-04-26 17:01:33.245587

    		-1.9 ms

  





  

    		2023-04-26 18:01:36.115508

    		3.4 ms

  





  

    		2023-04-26 19:01:38.814878

    		1.2 ms

  





  

    		2023-04-26 20:01:41.348513

    		1.8 ms

  





  

    		2023-04-26 21:01:44.907051

    		-1.5 ms

  





  

    		2023-04-26 22:01:47.747944

    		-1.7 ms

  





  

    		2023-04-26 23:01:50.430473

    		-3.4 ms

  





  

    		2023-04-27 00:02:12.827622

    		-0.9 ms

  





  

    		2023-04-27 01:02:17.606538

    		-0.4 ms

  





  

    		2023-04-27 02:02:20.014857

    		-0.4 ms

  





  

    		2023-04-27 03:02:22.478908

    		-0.5 ms

  





  

    		2023-04-27 04:02:24.759853

    		1.2 ms

  





  

    		2023-04-27 05:02:27.83663

    		1.7 ms

  





  

    		2023-04-27 06:02:30.568787

    		3.4 ms

  





  

    		2023-04-27 07:02:32.685372

    		-0.4 ms

  





  

    		2023-04-27 08:02:34.569052

    		1.1 ms

  





  

    		2023-04-27 09:02:36.197742

    		1.7 ms

  





  

    		2023-04-27 10:02:37.698447

    		-0.1 ms

  





  

    		2023-04-27 11:02:39.356829

    		0.4 ms

  





  

    		2023-04-27 12:02:41.25268

    		-4.4 ms

  





  

    		2023-04-27 13:02:44.533556

    		0.8 ms

  





  

    		2023-04-27 14:02:46.185595

    		1.5 ms

  





  

    		2023-04-27 15:02:47.994895

    		0.6 ms

  





  

    		2023-04-27 16:02:50.036972

    		-0.2 ms

  





  

    		2023-04-27 17:02:51.902689

    		2.0 ms

  





  

    		2023-04-27 18:02:54.167895

    		0.1 ms

  





  

    		2023-04-27 19:02:57.717098

    		0.2 ms

  





  

    		2023-04-27 20:03:00.856352

    		-1.6 ms

  





  

    		2023-04-27 21:03:03.98123

    		1.1 ms

  





  

    		2023-04-27 22:03:06.863775

    		1.3 ms

  





  

    		2023-04-27 23:03:10.194834

    		0.8 ms

  





  

    		2023-04-28 00:03:13.268404

    		-0.2 ms

  





  

    		2023-04-28 01:03:15.482642

    		-0.8 ms

  





  

    		2023-04-28 02:03:18.558642

    		0.2 ms

  





  

    		2023-04-28 03:03:21.524982

    		-1.3 ms

  





  

    		2023-04-28 04:03:24.807129

    		-4.1 ms

  





  

    		2023-04-28 05:03:28.162452

    		-0.3 ms

  





  

    		2023-04-28 06:03:30.950886

    		0.2 ms

  





  

    		2023-04-28 07:03:32.619039

    		-0.9 ms

  





  

    		2023-04-28 08:03:34.123853

    		-0.1 ms

  





  

    		2023-04-28 09:03:36.490728

    		-3.8 ms

  





  

    		2023-04-28 10:03:38.186124

    		2.5 ms

  





  

    		2023-04-28 11:03:40.115333

    		-3.0 ms

  





  

    		2023-04-28 12:03:42.022791

    		1.7 ms

  





  

    		2023-04-28 13:03:44.038034

    		1.4 ms

  





  

    		2023-04-28 14:03:46.874635

    		2.6 ms

  





  

    		2023-04-28 15:03:48.343232

    		-0.4 ms

  





  

    		2023-04-28 16:03:50.752374

    		0.3 ms

  





  

    		2023-04-28 17:03:53.192855

    		2.2 ms

  





  

    		2023-04-28 18:03:56.272301

    		0.4 ms

  





  

    		2023-04-28 19:03:58.004087

    		-1.6 ms

  





  

    		2023-04-28 20:03:59.847888

    		-4.3 ms

  





  

    		2023-04-28 21:04:02.879163

    		-0.5 ms

  





  

    		2023-04-28 22:04:06.448402

    		-1.2 ms

  





  

    		2023-04-28 23:04:10.038455

    		-1.6 ms

  





  

    		2023-04-29 00:04:12.777165

    		-1.8 ms

  





  

    		2023-04-29 01:04:15.601414

    		-4.5 ms

  





  

    		2023-04-29 02:04:18.081321

    		-0.3 ms

  





  

    		2023-04-29 03:04:20.401232

    		1.1 ms

  





  

    		2023-04-29 04:04:22.98306

    		-0.1 ms

  





  

    		2023-04-29 05:04:25.470032

    		-1.2 ms

  





  

    		2023-04-29 06:04:28.354305

    		-0.6 ms

  





  

    		2023-04-29 07:04:30.342647

    		0.7 ms

  





  

    		2023-04-29 08:04:33.388112

    		-0.7 ms

  





  

    		2023-04-29 09:04:34.991084

    		1.9 ms

  





  

    		2023-04-29 10:04:37.604111

    		1.4 ms

  





  

    		2023-04-29 11:04:39.101734

    		2.9 ms

  





  

    		2023-04-29 12:04:41.110046

    		1.1 ms

  





  

    		2023-04-29 13:04:43.937022

    		1.0 ms

  





  

    		2023-04-29 14:04:47.221342

    		-2.0 ms

  





  

    		2023-04-29 15:04:50.375886

    		0.2 ms

  





  

    		2023-04-29 16:04:51.911026

    		0.9 ms

  





  

    		2023-04-29 17:04:55.242087

    		-0.1 ms

  





  

    		2023-04-29 18:04:57.043543

    		-0.1 ms

  





  

    		2023-04-29 19:05:00.045404

    		2.6 ms

  





  

    		2023-04-29 20:05:02.822498

    		-1.8 ms

  





  

    		2023-04-29 21:05:04.951116

    		0.2 ms

  





  

    		2023-04-29 22:05:08.649305

    		-2.0 ms

  





  

    		2023-04-29 23:05:11.687321

    		-2.2 ms

  





  

    		2023-04-30 00:05:15.091394

    		1.3 ms

  





  

    		2023-04-30 01:05:17.675054

    		-1.0 ms

  





  

    		2023-04-30 02:05:20.189103

    		-0.1 ms

  





  

    		2023-04-30 03:05:23.138386

    		-2.8 ms

  





  

    		2023-04-30 04:05:25.573854

    		-3.3 ms

  





  

    		2023-04-30 05:05:27.801929

    		-4.0 ms

  





  

    		2023-04-30 06:05:29.622924

    		-1.7 ms

  





  

    		2023-04-30 07:05:32.517403

    		-3.6 ms

  





  

    		2023-04-30 08:05:34.227121

    		0.9 ms

  





  

    		2023-04-30 09:05:35.944711

    		1.6 ms

  





  

    		2023-04-30 10:05:39.691004

    		0.6 ms

  





  

    		2023-04-30 11:05:42.74816

    		1.7 ms

  





  

    		2023-04-30 12:05:44.536547

    		0.4 ms

  





  

    		2023-04-30 13:05:46.970701

    		-3.8 ms

  





  

    		2023-04-30 14:05:50.336447

    		0.4 ms

  





  

    		2023-04-30 15:05:53.34707

    		-0.8 ms

  





  

    		2023-04-30 16:05:56.762219

    		0.0 ms

  





  

    		2023-04-30 17:06:00.101866

    		-4.7 ms

  





  

    		2023-04-30 18:06:01.781853

    		2.4 ms

  





  

    		2023-04-30 19:06:03.902806

    		-1.0 ms

  





  

    		2023-04-30 20:06:07.345898

    		-1.3 ms

  





  

    		2023-04-30 21:06:10.352336

    		0.2 ms

  





  

    		2023-04-30 22:06:14.125468

    		-1.5 ms

  





  

    		2023-04-30 23:06:16.803666

    		1.1 ms

  





  

    		2023-05-01 00:06:19.649588

    		-0.6 ms

  





  

    		2023-05-01 01:06:22.413362

    		-3.2 ms

  





  

    		2023-05-01 02:06:25.456254

    		-3.6 ms

  





  

    		2023-05-01 03:06:28.058236

    		-3.2 ms

  





  

    		2023-05-01 04:06:30.803146

    		0.1 ms

  





  

    		2023-05-01 05:06:33.668089

    		-0.7 ms

  





  

    		2023-05-01 06:06:36.288727

    		1.7 ms

  





  

    		2023-05-01 07:06:39.128274

    		-0.3 ms

  





  

    		2023-05-01 08:06:42.448644

    		0.3 ms

  





  

    		2023-05-01 09:06:45.578107

    		-4.3 ms

  





  

    		2023-05-01 10:06:47.200272

    		1.8 ms

  





  

    		2023-05-01 11:06:49.587863

    		1.0 ms

  





  

    		2023-05-01 12:06:51.11167

    		-3.5 ms

  





  

    		2023-05-01 13:06:52.915462

    		0.7 ms

  





  

    		2023-05-01 14:06:54.736706

    		0.2 ms

  





  

    		2023-05-01 15:06:56.44432

    		-0.3 ms

  





  

    		2023-05-01 16:06:58.175666

    		-3.2 ms

  





  

    		2023-05-01 17:06:59.717537

    		1.3 ms

  





  

    		2023-05-01 18:07:01.372479

    		-1.0 ms

  





  

    		2023-05-01 19:07:03.74984

    		-1.2 ms

  





  

    		2023-05-01 20:07:06.70864

    		1.7 ms

  





  

    		2023-05-01 21:07:09.695432

    		0.0 ms

  





  

    		2023-05-01 22:07:13.473631

    		-4.2 ms

  





  

    		2023-05-01 23:07:16.35508

    		-5.2 ms

  





  

    		2023-05-02 00:07:19.768345

    		-1.3 ms

  





  

    		2023-05-02 01:07:22.095486

    		-1.7 ms

  





  

    		2023-05-02 02:07:23.785272

    		-0.9 ms

  





  

    		2023-05-02 03:07:27.146907

    		-0.1 ms

  





  

    		2023-05-02 04:07:30.324228

    		0.1 ms

  





  

    		2023-05-02 05:07:33.82777

    		-4.2 ms

  





  

    		2023-05-02 06:07:37.105854

    		-3.7 ms

  





  

    		2023-05-02 07:07:38.929495

    		1.4 ms

  





  

    		2023-05-02 08:07:41.712264

    		-3.5 ms

  





  

    		2023-05-02 09:07:43.929371

    		1.4 ms

  





  

    		2023-05-02 10:07:46.386057

    		2.8 ms

  





  

    		2023-05-02 11:07:48.218518

    		3.3 ms

  





  

    		2023-05-02 12:07:49.676032

    		5.6 ms

  





  

    		2023-05-02 13:07:51.365283

    		4.5 ms

  





  

    		2023-05-02 14:07:52.859298

    		0.7 ms

  





  

    		2023-05-02 15:07:55.098961

    		1.3 ms

  





  

    		2023-05-02 16:07:56.572885

    		0.8 ms

  





  

    		2023-05-02 17:07:58.852699

    		-0.2 ms

  





  

    		2023-05-02 18:08:01.919956

    		-1.1 ms

  





  

    		2023-05-02 19:08:05.86753

    		-1.2 ms

  





  

    		2023-05-02 20:08:09.45119

    		-2.3 ms

  





  

    		2023-05-02 21:08:10.953144

    		-4.4 ms

  





  

    		2023-05-02 22:08:13.276592

    		-11.4 ms

  





  

    		2023-05-02 23:08:15.737316

    		-1.5 ms

  





  

    		2023-05-03 00:08:19.112089

    		-2.5 ms

  





  

    		2023-05-03 01:08:20.746083

    		-1.0 ms

  





  

    		2023-05-03 02:08:24.692497

    		-5.8 ms

  





  

    		2023-05-03 03:08:28.10557

    		-0.9 ms

  





  

    		2023-05-03 04:08:30.771426

    		0.2 ms

  





  

    		2023-05-03 05:08:33.724953

    		-1.3 ms

  





  

    		2023-05-03 06:08:37.588767

    		1.7 ms

  





  

    		2023-05-03 07:08:40.79074

    		1.2 ms

  





  

    		2023-05-03 08:08:43.605228

    		3.9 ms

  





  

    		2023-05-03 09:08:46.021831

    		0.3 ms

  





  

    		2023-05-03 10:08:47.781479

    		1.7 ms

  





  

    		2023-05-03 11:08:49.67052

    		3.2 ms

  





  

    		2023-05-03 12:08:51.981789

    		3.7 ms

  





  

    		2023-05-03 13:08:55.339426

    		2.5 ms

  





  

    		2023-05-03 14:08:57.636176

    		1.4 ms

  





  

    		2023-05-03 15:08:59.995695

    		-1.2 ms

  





  

    		2023-05-03 16:09:01.744647

    		0.4 ms

  





  

    		2023-05-03 17:09:03.905936

    		-1.3 ms

  





  

    		2023-05-03 18:09:06.535001

    		-1.7 ms

  





  

    		2023-05-03 19:09:09.639869

    		8.2 ms

  





  

    		2023-05-03 20:09:12.670762

    		-0.2 ms

  





  

    		2023-05-03 21:09:14.917458

    		0.4 ms

  





  

    		2023-05-03 22:09:17.778707

    		-1.7 ms

  





  

    		2023-05-03 23:09:20.726058

    		-5.7 ms

  





  

    		2023-05-04 00:09:23.458902

    		-2.0 ms

  





  

    		2023-05-04 01:09:25.721976

    		-2.2 ms

  





  

    		2023-05-04 02:09:28.828226

    		-1.7 ms

  





  

    		2023-05-04 03:09:32.072359

    		-1.8 ms

  





  

    		2023-05-04 04:09:34.781427

    		-2.8 ms

  





  

    		2023-05-04 05:09:36.349176

    		-0.8 ms

  





  

    		2023-05-04 06:09:39.892177

    		0.1 ms

  





  

    		2023-05-04 07:09:43.462734

    		1.9 ms

  





  

    		2023-05-04 08:09:45.502935

    		-5.1 ms

  





  

    		2023-05-04 09:09:47.123111

    		2.3 ms

  





  

    		2023-05-04 10:09:48.932732

    		2.0 ms

  





  

    		2023-05-04 11:09:50.783709

    		0.7 ms

  





  

    		2023-05-04 12:09:52.606656

    		1.2 ms

  





  

    		2023-05-04 13:09:54.796655

    		0.0 ms

  





  

    		2023-05-04 14:09:56.551126

    		1.9 ms

  





  

    		2023-05-04 15:09:59.347691

    		2.0 ms

  





  

    		2023-05-04 16:10:01.75093

    		3.0 ms

  





  

    		2023-05-04 17:10:04.397577

    		-0.5 ms

  





  

    		2023-05-04 18:10:06.706922

    		-0.9 ms

  





  

    		2023-05-04 19:10:08.658758

    		-0.4 ms

  





  

    		2023-05-04 20:10:12.089617

    		-1.0 ms

  





  

    		2023-05-04 21:10:13.6558

    		0.8 ms

  





  

    		2023-05-04 22:10:16.165504

    		-3.9 ms

  





  

    		2023-05-04 23:10:18.104144

    		0.9 ms

  





  

    		2023-05-05 00:10:21.708884

    		0.1 ms

  





  

    		2023-05-05 01:10:25.173305

    		1.8 ms

  





  

    		2023-05-05 02:10:27.802905

    		-3.4 ms

  





  

    		2023-05-05 03:10:30.054776

    		-0.5 ms

  





  

    		2023-05-05 04:10:32.13372

    		-3.5 ms

  





  

    		2023-05-05 05:10:34.033488

    		-0.5 ms

  





  

    		2023-05-05 06:10:36.937479

    		0.8 ms

  





  

    		2023-05-05 07:10:38.482975

    		0.6 ms

  





  

    		2023-05-05 08:10:40.167652

    		1.4 ms

  





  

    		2023-05-05 09:10:42.87765

    		2.4 ms

  





  

    		2023-05-05 10:10:44.369304

    		3.6 ms

  





  

    		2023-05-05 11:10:46.352564

    		2.0 ms

  





  

    		2023-05-05 12:10:48.198372

    		1.4 ms

  





  

    		2023-05-05 13:10:49.825374

    		-4.3 ms

  





  

    		2023-05-05 14:10:51.962746

    		0.8 ms

  





  

    		2023-05-05 15:10:53.443276

    		0.4 ms

  





  

    		2023-05-05 16:10:55.814579

    		2.0 ms

  





  

    		2023-05-05 17:10:59.572089

    		1.8 ms

  





  

    		2023-05-05 18:11:03.254747

    		0.6 ms

  





  

    		2023-05-05 19:11:07.022972

    		-1.4 ms

  





  

    		2023-05-05 20:11:10.641532

    		-0.5 ms

  





  

    		2023-05-05 21:11:12.756618

    		-1.2 ms

  





  

    		2023-05-05 22:11:14.875119

    		-5.1 ms

  





  

    		2023-05-05 23:11:16.829167

    		-0.7 ms

  





  

    		2023-05-06 00:11:19.324042

    		-0.5 ms

  





  

    		2023-05-06 01:11:22.855002

    		-1.3 ms

  





  

    		2023-05-06 02:11:25.652198

    		-2.6 ms

  





  

    		2023-05-06 03:11:28.496942

    		-2.0 ms

  





  

    		2023-05-06 04:11:30.638754

    		-1.0 ms

  





  

    		2023-05-06 05:11:34.379593

    		-5.4 ms

  





  

    		2023-05-06 06:11:38.279217

    		-0.6 ms

  





  

    		2023-05-06 07:11:41.559431

    		-1.5 ms

  





  

    		2023-05-06 08:11:43.368438

    		0.1 ms

  





  

    		2023-05-06 09:11:45.143245

    		1.5 ms

  





  

    		2023-05-06 10:11:46.813691

    		0.1 ms

  





  

    		2023-05-06 11:11:48.466788

    		0.1 ms

  





  

    		2023-05-06 12:11:50.678411

    		0.9 ms

  





  

    		2023-05-06 13:11:53.661347

    		0.2 ms

  





  

    		2023-05-06 14:11:55.618552

    		-0.4 ms

  





  

    		2023-05-06 15:11:58.29832

    		0.4 ms

  





  

    		2023-05-06 16:11:59.98578

    		0.7 ms

  





  

    		2023-05-06 17:12:01.587437

    		2.4 ms

  





  

    		2023-05-06 18:12:03.298972

    		-0.2 ms

  





  

    		2023-05-06 19:12:05.795714

    		-0.7 ms

  





  

    		2023-05-06 20:12:08.410984

    		-0.9 ms

  





  

    		2023-05-06 21:12:11.743143

    		0.5 ms

  





  

    		2023-05-06 22:12:14.151584

    		0.1 ms

  





  

    		2023-05-06 23:12:17.205084

    		0.4 ms

  





  

    		2023-05-07 00:12:20.340677

    		0.4 ms

  





  

    		2023-05-07 01:12:23.262902

    		0.2 ms

  





  

    		2023-05-07 02:12:25.832973

    		0.4 ms

  





  

    		2023-05-07 03:12:28.401249

    		-0.8 ms

  





  

    		2023-05-07 04:12:30.107747

    		1.3 ms

  





  

    		2023-05-07 05:12:31.885288

    		-0.4 ms

  





  

    		2023-05-07 06:12:35.704726

    		-0.1 ms

  





  

    		2023-05-07 07:12:39.131949

    		-1.1 ms

  





  

    		2023-05-07 08:12:41.874268

    		0.2 ms

  





  

    		2023-05-07 09:12:44.399916

    		-1.5 ms

  





  

    		2023-05-07 10:12:47.664243

    		1.7 ms

  





  

    		2023-05-07 11:12:50.323512

    		0.3 ms

  





  

    		2023-05-07 12:12:51.789846

    		-1.7 ms

  





  

    		2023-05-07 13:12:54.691894

    		1.4 ms

  





  

    		2023-05-07 14:12:57.36576

    		8.9 ms

  





  

    		2023-05-07 15:13:00.053477

    		2.5 ms

  





  

    		2023-05-07 16:13:02.352784

    		1.5 ms

  





  

    		2023-05-07 17:13:04.049636

    		1.6 ms

  





  

    		2023-05-07 18:13:05.743579

    		-0.4 ms

  





  

    		2023-05-07 19:13:08.19399

    		1.0 ms

  





  

    		2023-05-07 20:13:10.409691

    		-4.5 ms

  





  

    		2023-05-07 21:13:14.063619

    		-0.4 ms

  





  

    		2023-05-07 22:13:17.004223

    		-1.6 ms

  





  

    		2023-05-07 23:13:19.912831

    		0.3 ms

  





  

    		2023-05-08 00:13:23.027786

    		-0.2 ms

  





  

    		2023-05-08 01:13:25.850671

    		-1.6 ms

  





  

    		2023-05-08 02:13:28.111365

    		0.1 ms

  





  

    		2023-05-08 03:13:31.605486

    		0.9 ms

  





  

    		2023-05-08 04:13:34.591789

    		2.4 ms

  





  

    		2023-05-08 05:13:37.962604

    		1.7 ms

  





  

    		2023-05-08 06:13:39.605847

    		2.7 ms

  





  

    		2023-05-08 07:13:41.383585

    		2.2 ms

  





  

    		2023-05-08 08:13:42.849976

    		1.9 ms

  





  

    		2023-05-08 09:13:44.72614

    		1.7 ms

  





  

    		2023-05-08 10:13:46.433768

    		-3.5 ms

  





  

    		2023-05-08 11:13:48.063148

    		-0.8 ms

  





  

    		2023-05-08 12:13:49.681624

    		-0.1 ms

  





  

    		2023-05-08 13:13:51.765846

    		4.3 ms

  





  

    		2023-05-08 14:13:53.98407

    		2.2 ms

  





  

    		2023-05-08 15:13:55.876822

    		2.9 ms

  





  

    		2023-05-08 16:13:58.560374

    		-0.6 ms

  





  

    		2023-05-08 17:13:59.986804

    		1.5 ms

  





  

    		2023-05-08 18:14:02.664252

    		0.0 ms

  





  

    		2023-05-08 19:14:04.875074

    		0.1 ms

  





  

    		2023-05-08 20:14:06.547552

    		0.8 ms

  





  

    		2023-05-08 21:14:10.134967

    		-3.4 ms

  





  

    		2023-05-08 22:14:13.7596

    		-1.5 ms

  





  

    		2023-05-08 23:14:16.791501

    		-1.5 ms

  





  

    		2023-05-09 00:14:20.186837

    		-1.7 ms

  





  

    		2023-05-09 01:14:22.921493

    		-1.5 ms

  





  

    		2023-05-09 02:14:25.751847

    		-3.3 ms

  





  

    		2023-05-09 03:14:27.948132

    		-1.4 ms

  





  

    		2023-05-09 04:14:30.367405

    		-3.1 ms

  





  

    		2023-05-09 05:14:33.683194

    		-3.2 ms

  





  

    		2023-05-09 06:14:37.55692

    		-2.7 ms

  





  

    		2023-05-09 07:14:40.715902

    		0.5 ms

  





  

    		2023-05-09 08:14:42.44012

    		-1.3 ms

  





  

    		2023-05-09 09:14:43.913083

    		-3.3 ms

  





  

    		2023-05-09 10:14:45.615519

    		1.5 ms

  





  

    		2023-05-09 11:14:48.117169

    		-3.4 ms

  





  

    		2023-05-09 12:14:50.20208

    		0.2 ms

  





  

    		2023-05-09 13:14:51.955549

    		-5.8 ms

  





  

    		2023-05-09 14:14:53.536796

    		0.6 ms

  





  

    		2023-05-09 15:14:55.117939

    		0.9 ms

  





  

    		2023-05-09 16:14:56.998268

    		0.0 ms

  





  

    		2023-05-09 17:14:58.392379

    		-0.1 ms

  





  

    		2023-05-09 18:14:59.922596

    		0.0 ms

  





  

    		2023-05-09 19:15:02.50767

    		1.8 ms

  





  

    		2023-05-09 20:15:05.671047

    		0.2 ms

  





  

    		2023-05-09 21:15:07.182232

    		-0.3 ms

  





  

    		2023-05-09 22:15:10.263559

    		-0.5 ms

  





  

    		2023-05-09 23:15:13.633518

    		-5.3 ms

  





  

    		2023-05-10 00:15:16.762992

    		-1.0 ms

  





  

    		2023-05-10 01:15:18.911151

    		-0.5 ms

  





  

    		2023-05-10 02:15:21.074486

    		-1.1 ms

  





  

    		2023-05-10 03:15:23.868602

    		-2.7 ms

  





  

    		2023-05-10 04:15:26.895675

    		-0.1 ms

  





  

    		2023-05-10 05:15:30.251565

    		-1.6 ms

  





  

    		2023-05-10 06:15:33.609421

    		0.2 ms

  





  

    		2023-05-10 07:15:35.363149

    		10.6 ms

  





  

    		2023-05-10 08:15:36.945913

    		1.7 ms

  





  

    		2023-05-10 09:15:38.440449

    		1.7 ms

  





  

    		2023-05-10 10:15:39.944466

    		0.0 ms

  





  

    		2023-05-10 11:15:41.902062

    		2.2 ms

  





  

    		2023-05-10 12:15:43.891443

    		1.7 ms

  





  

    		2023-05-10 13:15:45.963451

    		-0.1 ms

  





  

    		2023-05-10 14:15:47.61201

    		-1.0 ms

  





  

    		2023-05-10 15:15:49.097286

    		2.0 ms

  





  

    		2023-05-10 16:15:50.921978

    		-1.9 ms

  





  

    		2023-05-10 17:15:52.492663

    		-1.2 ms

  





  

    		2023-05-10 18:15:56.062492

    		0.0 ms

  





  

    		2023-05-10 19:15:59.40545

    		-1.8 ms

  





  

    		2023-05-10 20:16:02.270173

    		-2.2 ms

  





  

    		2023-05-10 21:16:04.135705

    		-0.1 ms

  





  

    		2023-05-10 22:16:07.647646

    		-0.4 ms

  





  

    		2023-05-10 23:16:10.981331

    		-5.8 ms

  





  

    		2023-05-11 00:16:14.347613

    		-1.6 ms

  





  

    		2023-05-11 01:16:17.424606

    		-1.5 ms

  





  

    		2023-05-11 02:16:20.725499

    		0.5 ms

  





  

    		2023-05-11 03:16:23.633732

    		-0.2 ms

  





  

    		2023-05-11 04:16:25.26409

    		1.0 ms

  





  

    		2023-05-11 05:16:26.813993

    		-0.4 ms

  





  

    		2023-05-11 06:16:28.55137

    		-4.6 ms

  





  

    		2023-05-11 07:16:30.367241

    		-1.4 ms

  





  

    		2023-05-11 08:16:31.974896

    		-0.1 ms

  





  

    		2023-05-11 09:16:33.747275

    		0.2 ms

  





  

    		2023-05-11 10:16:35.157937

    		2.1 ms

  





  

    		2023-05-11 11:16:36.57003

    		0.6 ms

  





  

    		2023-05-11 12:16:37.929835

    		1.5 ms

  





  

    		2023-05-11 13:16:39.378298

    		0.0 ms

  





  

    		2023-05-11 14:16:42.368849

    		1.8 ms

  





  

    		2023-05-11 15:16:44.978607

    		1.5 ms

  





  

    		2023-05-11 16:16:48.174342

    		1.9 ms

  





  

    		2023-05-11 17:16:51.461927

    		1.8 ms

  





  

    		2023-05-11 18:16:55.329932

    		-4.0 ms

  





  

    		2023-05-11 19:16:58.792015

    		0.3 ms

  





  

    		2023-05-11 20:17:02.173757

    		0.1 ms

  





  

    		2023-05-11 21:17:05.777118

    		1.5 ms

  





  

    		2023-05-11 22:17:08.922027

    		-0.1 ms

  





  

    		2023-05-11 23:17:10.388927

    		-0.8 ms

  





  

    		2023-05-12 00:17:13.468646

    		-0.4 ms

  





  

    		2023-05-12 01:17:17.234357

    		0.3 ms

  





  

    		2023-05-12 02:17:20.202482

    		-2.4 ms

  





  

    		2023-05-12 03:17:23.420983

    		-0.3 ms

  





  

    		2023-05-12 04:17:25.858714

    		-1.0 ms

  





  

    		2023-05-12 05:17:28.234983

    		0.3 ms

  





  

    		2023-05-12 06:17:31.410467

    		-0.1 ms

  





  

    		2023-05-12 07:17:33.689011

    		-0.3 ms

  





  

    		2023-05-12 08:17:36.367155

    		1.3 ms

  





  

    		2023-05-12 09:17:37.976651

    		3.1 ms

  





  

    		2023-05-12 10:17:39.775785

    		1.0 ms

  





  

    		2023-05-12 11:17:42.025977

    		1.7 ms

  





  

    		2023-05-12 12:17:44.607645

    		3.5 ms

  





  

    		2023-05-12 13:17:47.486322

    		3.7 ms

  





  

    		2023-05-12 14:17:49.301808

    		2.5 ms

  





  

    		2023-05-12 15:17:51.891597

    		5.1 ms

  





  

    		2023-05-12 16:17:54.712

    		3.0 ms

  





  

    		2023-05-12 17:17:56.38585

    		3.1 ms

  





  

    		2023-05-12 18:17:58.897575

    		0.5 ms

  





  

    		2023-05-12 19:18:01.822523

    		-0.2 ms

  





  

    		2023-05-12 20:18:03.34603

    		1.0 ms

  





  

    		2023-05-12 21:18:05.89172

    		-0.9 ms

  





  

    		2023-05-12 22:18:07.621488

    		0.1 ms

  





  

    		2023-05-12 23:18:10.726796

    		-0.4 ms

  





  

    		2023-05-13 00:18:12.909744

    		-1.7 ms

  





  

    		2023-05-13 01:18:15.589525

    		-1.4 ms

  





  

    		2023-05-13 02:18:18.275776

    		-0.9 ms

  





  

    		2023-05-13 03:18:21.401549

    		-0.5 ms

  





  

    		2023-05-13 04:18:24.378222

    		-1.6 ms

  





  

    		2023-05-13 05:18:27.638736

    		0.1 ms

  





  

    		2023-05-13 06:18:30.880266

    		-1.2 ms

  





  

    		2023-05-13 07:18:33.333956

    		1.0 ms

  





  

    		2023-05-13 08:18:34.714396

    		0.7 ms

  





  

    		2023-05-13 09:18:36.506096

    		0.2 ms

  





  

    		2023-05-13 10:18:38.219041

    		2.6 ms

  





  

    		2023-05-13 11:18:40.544373

    		0.4 ms

  





  

    		2023-05-13 12:18:42.339284

    		4.1 ms

  





  

    		2023-05-13 13:18:43.97478

    		2.5 ms

  





  

    		2023-05-13 14:18:46.715267

    		3.8 ms

  





  

    		2023-05-13 15:18:50.43336

    		2.5 ms

  





  

    		2023-05-13 16:18:53.122843

    		0.6 ms

  





  

    		2023-05-13 17:18:55.809969

    		-1.1 ms

  





  

    		2023-05-13 18:18:58.933303

    		-1.0 ms

  





  

    		2023-05-13 19:19:02.369617

    		0.5 ms

  





  

    		2023-05-13 20:19:05.431553

    		-3.8 ms

  





  

    		2023-05-13 21:19:07.93839

    		-2.4 ms

  





  

    		2023-05-13 22:19:11.31309

    		-3.6 ms

  





  

    		2023-05-13 23:19:14.697509

    		-3.8 ms

  





  

    		2023-05-14 00:19:17.289442

    		-4.6 ms

  





  

    		2023-05-14 01:19:20.115667

    		-1.4 ms

  





  

    		2023-05-14 02:19:23.37695

    		-5.0 ms

  





  

    		2023-05-14 03:19:25.961138

    		-3.4 ms

  





  

    		2023-05-14 04:19:28.599371

    		-0.5 ms

  





  

    		2023-05-14 05:19:30.54467

    		-1.2 ms

  





  

    		2023-05-14 06:19:34.165815

    		-1.5 ms

  





  

    		2023-05-14 07:19:35.861549

    		0.2 ms

  





  

    		2023-05-14 08:19:38.254578

    		-0.9 ms

  





  

    		2023-05-14 09:19:39.694691

    		0.2 ms

  





  

    		2023-05-14 10:19:43.075063

    		1.0 ms

  





  

    		2023-05-14 11:19:44.519469

    		1.3 ms

  





  

    		2023-05-14 12:19:47.385318

    		0.1 ms

  





  

    		2023-05-14 13:19:48.821333

    		-1.9 ms

  





  

    		2023-05-14 14:19:50.555009

    		-2.2 ms

  





  

    		2023-05-14 15:19:52.63827

    		-0.9 ms

  





  

    		2023-05-14 16:19:56.0291

    		-2.7 ms

  





  

    		2023-05-14 17:19:59.625454

    		0.8 ms

  





  

    		2023-05-14 18:20:02.544446

    		0.9 ms

  





  

    		2023-05-14 19:20:05.53791

    		0.8 ms

  





  

    		2023-05-14 20:20:08.979243

    		-0.9 ms

  





  

    		2023-05-14 21:20:12.386438

    		-2.6 ms

  





  

    		2023-05-14 22:20:14.377472

    		-3.3 ms

  





  

    		2023-05-14 23:20:17.771986

    		-2.9 ms

  





  

    		2023-05-15 00:20:20.318684

    		-0.7 ms

  





  

    		2023-05-15 01:20:23.747726

    		-1.9 ms

  





  

    		2023-05-15 02:20:26.249312

    		-3.8 ms

  





  

    		2023-05-15 03:20:29.359726

    		-1.6 ms

  





  

    		2023-05-15 04:20:30.936241

    		0.7 ms

  





  

    		2023-05-15 05:20:34.74752

    		-1.9 ms

  





  

    		2023-05-15 06:20:36.592813

    		-0.5 ms

  





  

    		2023-05-15 07:20:38.210665

    		-2.4 ms

  





  

    		2023-05-15 08:20:39.855862

    		-4.1 ms

  





  

    		2023-05-15 09:20:41.402186

    		1.9 ms

  





  

    		2023-05-15 10:20:42.885766

    		33.8 ms

  





  

    		2023-05-15 11:20:44.930447

    		2.0 ms

  





  

    		2023-05-15 12:20:46.849661

    		1.3 ms

  





  

    		2023-05-15 13:20:48.301724

    		0.2 ms

  





  

    		2023-05-15 14:20:50.471908

    		1.8 ms

  





  

    		2023-05-15 15:20:51.891889

    		1.9 ms

  





  

    		2023-05-15 16:20:53.314622

    		1.8 ms

  





  

    		2023-05-15 17:20:56.028254

    		3.2 ms

  





  

    		2023-05-15 18:20:58.533055

    		1.8 ms

  





  

    		2023-05-15 19:21:01.157262

    		-0.5 ms

  





  

    		2023-05-15 20:21:04.246392

    		-1.7 ms

  





  

    		2023-05-15 21:21:07.563437

    		0.1 ms

  





  

    		2023-05-15 22:21:09.725558

    		-1.4 ms

  





  

    		2023-05-15 23:21:13.077266

    		-2.2 ms

  





  

    		2023-05-16 00:21:15.962118

    		-3.3 ms

  





  

    		2023-05-16 01:21:18.452953

    		-1.5 ms

  





  

    		2023-05-16 02:21:19.950194

    		2.6 ms

  





  

    		2023-05-16 03:21:22.758567

    		0.0 ms

  





  

    		2023-05-16 04:21:25.67631

    		0.3 ms

  





  

    		2023-05-16 05:21:27.502274

    		-0.3 ms

  





  

    		2023-05-16 06:21:30.634992

    		2.1 ms

  





  

    		2023-05-16 07:21:32.868662

    		-0.2 ms

  





  

    		2023-05-16 08:21:34.438399

    		1.5 ms

  





  

    		2023-05-16 09:21:35.92757

    		2.3 ms

  





  

    		2023-05-16 10:21:37.382232

    		0.5 ms

  





  

    		2023-05-16 11:21:38.886805

    		3.2 ms

  





  

    		2023-05-16 12:21:40.373546

    		1.2 ms

  





  

    		2023-05-16 13:21:42.256309

    		7.9 ms

  





  

    		2023-05-16 14:21:44.446741

    		3.4 ms

  





  

    		2023-05-16 15:21:46.902129

    		2.6 ms

  





  

    		2023-05-16 16:21:49.069357

    		3.1 ms

  





  

    		2023-05-16 17:21:51.550237

    		3.6 ms

  





  

    		2023-05-16 18:21:53.250296

    		1.8 ms

  





  

    		2023-05-16 19:21:55.921399

    		0.3 ms

  





  

    		2023-05-16 20:21:59.433146

    		-4.1 ms

  





  

    		2023-05-16 21:22:02.699256

    		-6.2 ms

  





  

    		2023-05-16 22:22:05.756984

    		-2.3 ms

  





  

    		2023-05-16 23:22:08.819382

    		0.8 ms

  





  

    		2023-05-17 00:22:12.612991

    		1.1 ms

  





  

    		2023-05-17 01:22:15.438174

    		-1.7 ms

  





  

    		2023-05-17 02:22:18.577885

    		-2.6 ms

  





  

    		2023-05-17 03:22:21.936748

    		-3.9 ms

  





  

    		2023-05-17 04:22:25.302095

    		2.0 ms

  





  

    		2023-05-17 05:22:27.944961

    		1.8 ms

  





  

    		2023-05-17 06:22:31.785738

    		-0.6 ms

  





  

    		2023-05-17 07:22:33.718481

    		3.1 ms

  





  

    		2023-05-17 08:22:35.650015

    		3.6 ms

  





  

    		2023-05-17 09:22:38.923151

    		5.9 ms

  





  

    		2023-05-17 10:22:41.754503

    		1.9 ms

  





  

    		2023-05-17 11:22:44.247616

    		3.1 ms

  





  

    		2023-05-17 12:22:46.060455

    		3.8 ms

  





  

    		2023-05-17 13:22:47.919182

    		3.1 ms

  





  

    		2023-05-17 14:22:50.109343

    		1.2 ms

  





  

    		2023-05-17 15:22:52.896129

    		4.2 ms

  





  

    		2023-05-17 16:22:56.217351

    		1.8 ms

  





  

    		2023-05-17 17:22:58.039998

    		-0.2 ms

  





  

    		2023-05-17 18:23:01.580496

    		1.1 ms

  





  

    		2023-05-17 19:23:04.596654

    		-0.8 ms

  





  

    		2023-05-17 20:23:07.954614

    		1.0 ms

  





  

    		2023-05-17 21:23:11.193369

    		-1.4 ms

  





  

    		2023-05-17 22:23:14.470305

    		-2.0 ms

  





  

    		2023-05-17 23:23:17.973106

    		-0.4 ms

  





  

    		2023-05-18 00:23:19.387691

    		-3.0 ms

  





  

    		2023-05-18 01:23:21.928567

    		0.0 ms

  





  

    		2023-05-18 02:23:24.860292

    		-4.7 ms

  





  

    		2023-05-18 03:23:28.434637

    		-4.7 ms

  





  

    		2023-05-18 04:23:30.951693

    		-7.5 ms

  





  

    		2023-05-18 05:23:34.379184

    		-3.5 ms

  





  

    		2023-05-18 06:23:37.119625

    		0.0 ms

  





  

    		2023-05-18 07:23:40.726448

    		1.6 ms

  





  

    		2023-05-18 08:23:42.746518

    		2.1 ms

  





  

    		2023-05-18 09:23:44.875657

    		1.6 ms

  





  

    		2023-05-18 10:23:48.341634

    		2.4 ms

  





  

    		2023-05-18 11:23:50.496715

    		0.3 ms

  





  

    		2023-05-18 12:23:52.4231

    		2.2 ms

  





  

    		2023-05-18 13:23:54.34913

    		1.4 ms

  





  

    		2023-05-18 14:23:55.772512

    		-0.2 ms

  





  

    		2023-05-18 15:23:57.939529

    		0.4 ms

  





  

    		2023-05-18 16:23:59.936053

    		0.9 ms

  





  

    		2023-05-18 17:24:02.715204

    		1.4 ms

  





  

    		2023-05-18 18:24:06.841177

    		2.7 ms

  





  

    		2023-05-18 19:24:09.642918

    		0.5 ms

  





  

    		2023-05-18 20:24:12.599765

    		2.9 ms

  





  

    		2023-05-18 21:24:16.326343

    		1.3 ms

  





  

    		2023-05-18 22:24:19.724693

    		-0.1 ms

  





  

    		2023-05-18 23:24:21.550188

    		-2.4 ms

  





  

    		2023-05-19 00:24:23.083745

    		-0.1 ms

  





  

    		2023-05-19 01:24:26.415517

    		1.1 ms

  





  

    		2023-05-19 02:24:29.454257

    		-1.2 ms

  





  

    		2023-05-19 03:24:31.247155

    		-2.6 ms

  





  

    		2023-05-19 04:24:33.600309

    		-0.7 ms

  





  

    		2023-05-19 05:24:37.171829

    		-1.3 ms

  





  

    		2023-05-19 06:24:41.187938

    		1.5 ms

  





  

    		2023-05-19 07:24:43.241643

    		1.1 ms

  





  

    		2023-05-19 08:24:44.740347

    		0.8 ms

  





  

    		2023-05-19 09:24:47.371498

    		0.6 ms

  





  

    		2023-05-19 10:24:50.488461

    		1.3 ms

  





  

    		2023-05-19 11:24:52.733264

    		2.3 ms

  





  

    		2023-05-19 12:24:54.412635

    		1.9 ms

  





  

    		2023-05-19 13:24:55.985679

    		1.4 ms

  





  

    		2023-05-19 14:24:58.1429

    		0.9 ms

  





  

    		2023-05-19 15:25:01.528515

    		-0.2 ms

  





  

    		2023-05-19 16:25:03.152664

    		3.0 ms

  





  

    		2023-05-19 17:25:06.794916

    		2.2 ms

  





  

    		2023-05-19 18:25:10.998872

    		-0.3 ms

  





  

    		2023-05-19 19:25:14.06709

    		-0.5 ms

  





  

    		2023-05-19 20:25:16.004431

    		0.1 ms

  





  

    		2023-05-19 21:25:19.450776

    		-0.5 ms

  





  

    		2023-05-19 22:25:22.85897

    		0.0 ms

  





  

    		2023-05-19 23:25:25.940842

    		-0.9 ms

  





  

    		2023-05-20 00:25:29.480926

    		0.6 ms

  





  

    		2023-05-20 01:25:32.462538

    		1.2 ms

  





  

    		2023-05-20 02:25:36.073469

    		0.5 ms

  





  

    		2023-05-20 03:25:39.350166

    		1.3 ms

  





  

    		2023-05-20 04:25:42.432427

    		1.3 ms

  





  

    		2023-05-20 05:25:45.713547

    		-1.0 ms

  





  

    		2023-05-20 06:25:49.820255

    		-0.6 ms

  





  

    		2023-05-20 07:25:53.207684

    		-0.4 ms

  





  

    		2023-05-20 08:25:56.406929

    		0.0 ms

  





  

    		2023-05-20 09:25:58.194396

    		0.4 ms

  





  

    		2023-05-20 10:25:59.680985

    		0.4 ms

  





  

    		2023-05-20 11:26:02.740446

    		3.2 ms

  





  

    		2023-05-20 12:26:06.881161

    		0.8 ms

  





  

    		2023-05-20 13:26:10.600373

    		1.2 ms

  





  

    		2023-05-20 14:26:12.273609

    		2.4 ms

  





  

    		2023-05-20 15:26:15.558515

    		0.5 ms

  





  

    		2023-05-20 16:26:19.827916

    		2.2 ms

  





  

    		2023-05-20 17:26:23.324717

    		-0.1 ms

  





  

    		2023-05-20 18:26:27.307869

    		0.6 ms

  





  

    		2023-05-20 19:26:30.693746

    		2.1 ms

  





  

    		2023-05-20 20:26:34.510876

    		0.9 ms

  





  

    		2023-05-20 21:26:37.855135

    		4.3 ms

  





  

    		2023-05-20 22:26:40.900867

    		4.0 ms

  





  

    		2023-05-20 23:26:44.752262

    		2.8 ms

  





  

    		2023-05-21 00:26:48.5431

    		-1.3 ms

  





  

    		2023-05-21 01:26:51.808398

    		-1.5 ms

  





  

    		2023-05-21 02:26:55.552472

    		-1.6 ms

  





  

    		2023-05-21 03:26:58.575183

    		-1.7 ms

  





  

    		2023-05-21 04:27:02.33977

    		-1.6 ms

  





  

    		2023-05-21 05:27:05.936628

    		-0.6 ms

  





  

    		2023-05-21 06:27:09.471869

    		-0.2 ms

  





  

    		2023-05-21 07:27:11.594888

    		-0.8 ms

  





  

    		2023-05-21 08:27:13.338602

    		2.0 ms

  





  

    		2023-05-21 09:27:17.621271

    		0.7 ms

  





  

    		2023-05-21 10:27:19.331652

    		5.5 ms

  





  

    		2023-05-21 11:27:20.966734

    		1.1 ms

  





  

    		2023-05-21 12:27:23.049714

    		1.4 ms

  





  

    		2023-05-21 13:27:25.670863

    		0.5 ms

  





  

    		2023-05-21 14:27:28.163645

    		4.1 ms

  





  

    		2023-05-21 15:27:30.443214

    		0.8 ms

  





  

    		2023-05-21 16:27:31.834037

    		2.1 ms

  





  

    		2023-05-21 17:27:35.01302

    		0.2 ms

  





  

    		2023-05-21 18:27:37.757956

    		2.3 ms

  





  

    		2023-05-21 19:27:41.040376

    		2.5 ms

  





  

    		2023-05-21 20:27:43.731521

    		0.1 ms

  





  

    		2023-05-21 21:27:46.895651

    		-0.1 ms

  





  

    		2023-05-21 22:27:49.411446

    		-0.3 ms

  





  

    		2023-05-21 23:27:52.626916

    		-0.8 ms

  





  

    		2023-05-22 00:27:55.617252

    		1.8 ms

  





  

    		2023-05-22 01:27:59.184084

    		-0.6 ms

  





  

    		2023-05-22 02:28:02.023675

    		-0.9 ms

  





  

    		2023-05-22 03:28:04.919587

    		0.6 ms

  





  

    		2023-05-22 04:28:07.800163

    		-0.6 ms

  





  

    		2023-05-22 05:28:10.921635

    		-0.3 ms

  





  

    		2023-05-22 06:28:13.39876

    		-2.4 ms

  





  

    		2023-05-22 07:28:14.900431

    		0.1 ms

  





  

    		2023-05-22 08:28:16.36356

    		-0.7 ms

  





  

    		2023-05-22 09:28:17.966098

    		4.0 ms

  





  

    		2023-05-22 10:28:19.464869

    		3.2 ms

  





  

    		2023-05-22 11:28:21.617214

    		3.8 ms

  





  

    		2023-05-22 12:28:23.522294

    		2.5 ms

  





  

    		2023-05-22 13:28:24.980846

    		2.6 ms

  





  

    		2023-05-22 14:28:26.753547

    		-0.6 ms

  





  

    		2023-05-22 15:28:29.110917

    		5.2 ms

  





  

    		2023-05-22 16:28:31.521295

    		0.5 ms

  





  

    		2023-05-22 17:28:33.734692

    		2.0 ms

  





  

    		2023-05-22 18:28:36.524781

    		-0.2 ms

  





  

    		2023-05-22 19:28:39.882587

    		1.7 ms

  





  

    		2023-05-22 20:28:42.703982

    		0.2 ms

  





  

    		2023-05-22 21:28:45.746929

    		3.4 ms

  





  

    		2023-05-22 22:28:48.687967

    		1.1 ms

  





  

    		2023-05-22 23:28:51.195533

    		1.0 ms

  





  

    		2023-05-23 00:28:54.254672

    		-0.5 ms

  





  

    		2023-05-23 01:28:57.364461

    		-0.4 ms

  





  

    		2023-05-23 02:29:00.418301

    		-0.1 ms

  





  

    		2023-05-23 03:29:02.913783

    		-0.9 ms

  





  

    		2023-05-23 04:29:05.286342

    		2.5 ms

  





  

    		2023-05-23 05:29:07.21205

    		3.3 ms

  





  

    		2023-05-23 06:29:10.822673

    		5.1 ms

  





  

    		2023-05-23 07:29:13.700361

    		2.1 ms

  





  

    		2023-05-23 08:29:15.908977

    		3.4 ms

  





  

    		2023-05-23 09:29:17.325437

    		1.1 ms

  





  

    		2023-05-23 10:29:19.861198

    		2.8 ms

  





  

    		2023-05-23 11:29:21.408217

    		3.2 ms

  





  

    		2023-05-23 12:29:24.045479

    		4.4 ms

  





  

    		2023-05-23 13:29:25.442934

    		2.0 ms

  





  

    		2023-05-23 14:29:27.577678

    		1.1 ms

  





  

    		2023-05-23 15:29:29.083087

    		0.8 ms

  





  

    		2023-05-23 16:29:31.26596

    		2.8 ms

  





  

    		2023-05-23 17:29:33.406965

    		2.3 ms

  





  

    		2023-05-23 18:29:34.748015

    		1.6 ms

  





  

    		2023-05-23 19:29:36.549854

    		0.0 ms

  





  

    		2023-05-23 20:29:39.735638

    		-0.3 ms

  





  

    		2023-05-23 21:29:42.070437

    		-0.8 ms

  





  

    		2023-05-23 22:29:45.744918

    		-1.1 ms

  





  

    		2023-05-23 23:29:48.854823

    		0.8 ms

  





  

    		2023-05-24 00:29:52.290996

    		1.0 ms

  





  

    		2023-05-24 01:29:55.523031

    		-0.4 ms

  





  

    		2023-05-24 02:29:57.982798

    		2.2 ms

  





  

    		2023-05-24 03:30:00.912072

    		-0.7 ms

  





  

    		2023-05-24 04:30:02.596803

    		0.2 ms

  





  

    		2023-05-24 05:30:04.918686

    		0.2 ms

  





  

    		2023-05-24 06:30:06.795333

    		2.3 ms

  





  

    		2023-05-24 07:30:09.052272

    		7.4 ms

  





  

    		2023-05-24 08:30:11.232232

    		4.5 ms

  





  

    		2023-05-24 09:30:13.123004

    		2.0 ms

  





  

    		2023-05-24 10:30:15.016592

    		0.9 ms

  





  

    		2023-05-24 11:30:16.712249

    		2.0 ms

  





  

    		2023-05-24 12:30:18.53093

    		0.6 ms

  





  

    		2023-05-24 13:30:20.238258

    		0.6 ms

  





  

    		2023-05-24 14:30:22.800913

    		-1.2 ms

  





  

    		2023-05-24 15:30:24.43543

    		2.9 ms

  





  

    		2023-05-24 16:30:26.815329

    		3.8 ms

  





  

    		2023-05-24 17:30:28.207256

    		2.4 ms

  





  

    		2023-05-24 18:30:31.915939

    		2.0 ms

  





  

    		2023-05-24 19:30:35.473172

    		2.7 ms

  





  

    		2023-05-24 20:30:38.454212

    		0.2 ms

  





  

    		2023-05-24 21:30:41.450443

    		-0.2 ms

  





  

    		2023-05-24 22:30:44.583879

    		-2.6 ms

  





  

    		2023-05-24 23:30:48.259735

    		-4.0 ms

  





  

    		2023-05-25 00:30:51.578435

    		-3.5 ms

  





  

    		2023-05-25 01:30:54.664846

    		-1.0 ms

  





  

    		2023-05-25 02:30:58.069487

    		-2.2 ms

  





  

    		2023-05-25 03:31:01.13482

    		-1.9 ms

  





  

    		2023-05-25 04:31:04.607318

    		1.5 ms

  





  

    		2023-05-25 05:31:09.098944

    		2.8 ms

  





  

    		2023-05-25 06:31:12.304245

    		4.9 ms

  





  

    		2023-05-25 07:31:13.867155

    		1.9 ms

  





  

    		2023-05-25 08:31:16.061016

    		2.5 ms

  





  

    		2023-05-25 09:31:18.345803

    		0.4 ms

  





  

    		2023-05-25 10:31:19.74938

    		3.0 ms

  





  

    		2023-05-25 11:31:21.557679

    		0.3 ms

  





  

    		2023-05-25 12:31:23.202315

    		1.2 ms

  





  

    		2023-05-25 13:31:24.694248

    		7.9 ms

  





  

    		2023-05-25 14:31:26.699558

    		2.2 ms

  





  

    		2023-05-25 15:31:29.322559

    		5.8 ms

  





  

    		2023-05-25 16:31:31.275011

    		1.7 ms

  





  

    		2023-05-25 17:31:34.561398

    		2.8 ms

  





  

    		2023-05-25 18:31:38.349976

    		0.4 ms

  





  

    		2023-05-25 19:31:40.77786

    		-3.4 ms

  





  

    		2023-05-25 20:31:42.321256

    		0.2 ms

  





  

    		2023-05-25 21:31:43.724632

    		-1.5 ms

  





  

    		2023-05-25 22:31:45.934978

    		-1.5 ms

  





  

    		2023-05-25 23:31:48.279395

    		-1.0 ms

  





  

    		2023-05-26 00:31:49.771916

    		-0.9 ms

  





  

    		2023-05-26 01:31:53.40668

    		-1.7 ms

  





  

    		2023-05-26 02:31:57.171607

    		-2.4 ms

  





  

    		2023-05-26 03:31:59.276173

    		-7.4 ms

  





  

    		2023-05-26 04:32:00.712454

    		-7.9 ms

  





  

    		2023-05-26 05:32:03.970739

    		-2.3 ms

  





  

    		2023-05-26 06:32:07.541434

    		-1.6 ms

  





  

    		2023-05-26 07:32:11.300084

    		-0.8 ms

  





  

    		2023-05-26 08:32:12.80377

    		1.9 ms

  





  

    		2023-05-26 09:32:14.605943

    		0.4 ms

  





  

    		2023-05-26 10:32:16.457849

    		1.3 ms

  





  

    		2023-05-26 11:32:17.978642

    		1.1 ms

  





  

    		2023-05-26 12:32:19.501552

    		2.6 ms

  





  

    		2023-05-26 13:32:21.343584

    		3.7 ms

  





  

    		2023-05-26 14:32:23.066272

    		1.5 ms

  





  

    		2023-05-26 15:32:25.495925

    		5.3 ms

  





  

    		2023-05-26 16:32:29.234148

    		0.4 ms

  





  

    		2023-05-26 17:32:32.784784

    		2.2 ms

  





  

    		2023-05-26 18:32:36.066937

    		4.3 ms

  





  

    		2023-05-26 19:32:38.48038

    		12.1 ms

  





  

    		2023-05-26 20:32:41.39777

    		11.3 ms

  





  

    		2023-05-26 21:32:45.118622

    		3.0 ms

  





  

    		2023-05-26 22:32:48.627264

    		-2.1 ms

  





  

    		2023-05-26 23:32:52.319999

    		-3.2 ms

  





  

    		2023-05-27 00:32:54.089988

    		1.2 ms

  





  

    		2023-05-27 01:32:56.66957

    		1.0 ms

  





  

    		2023-05-27 02:32:59.434681

    		-1.2 ms

  





  

    		2023-05-27 03:33:01.311961

    		-4.1 ms

  





  

    		2023-05-27 04:33:03.322912

    		-3.6 ms

  





  

    		2023-05-27 05:33:05.901709

    		-2.0 ms

  





  

    		2023-05-27 06:33:08.593818

    		1.8 ms

  





  

    		2023-05-27 07:33:10.52239

    		3.5 ms

  





  

    		2023-05-27 08:33:12.556649

    		0.7 ms

  





  

    		2023-05-27 09:33:14.583823

    		1.4 ms

  





  

    		2023-05-27 10:33:16.486471

    		2.6 ms

  





  

    		2023-05-27 11:33:19.376528

    		1.2 ms

  





  

    		2023-05-27 12:33:21.348358

    		5.2 ms

  





  

    		2023-05-27 13:33:23.724696

    		-0.3 ms

  





  

    		2023-05-27 14:33:25.296021

    		0.4 ms

  





  

    		2023-05-27 15:33:27.494126

    		3.1 ms

  





  

    		2023-05-27 16:33:28.97078

    		3.9 ms

  





  

    		2023-05-27 17:33:31.396302

    		3.0 ms

  





  

    		2023-05-27 18:33:33.199497

    		0.0 ms

  





  

    		2023-05-27 19:33:35.094436

    		-1.4 ms

  





  

    		2023-05-27 20:33:36.635116

    		-1.9 ms

  





  

    		2023-05-27 21:33:39.611849

    		0.0 ms

  





  

    		2023-05-27 22:33:42.450684

    		-0.2 ms

  





  

    		2023-05-27 23:33:44.067023

    		-2.6 ms

  





  

    		2023-05-28 00:33:46.861828

    		0.5 ms

  





  

    		2023-05-28 01:33:49.629701

    		0.2 ms

  





  

    		2023-05-28 02:33:52.060611

    		-0.8 ms

  





  

    		2023-05-28 03:33:54.002514

    		1.8 ms

  





  

    		2023-05-28 04:33:55.76231

    		-1.3 ms

  





  

    		2023-05-28 05:33:58.727224

    		-0.8 ms

  





  

    		2023-05-28 06:34:01.77616

    		0.5 ms

  





  

    		2023-05-28 07:34:04.144567

    		-0.8 ms

  





  

    		2023-05-28 08:34:06.16475

    		-0.4 ms

  





  

    		2023-05-28 09:34:08.307711

    		-0.3 ms

  





  

    		2023-05-28 10:34:11.0868

    		-0.7 ms

  





  

    		2023-05-28 11:34:15.540221

    		-0.2 ms

  





  

    		2023-05-28 12:34:18.106399

    		1.1 ms

  





  

    		2023-05-28 13:34:20.451593

    		2.6 ms

  





  

    		2023-05-28 14:34:22.63151

    		4.6 ms

  





  

    		2023-05-28 15:34:24.519111

    		4.9 ms

  





  

    		2023-05-28 16:34:26.143556

    		1.9 ms

  





  

    		2023-05-28 17:34:29.443596

    		4.1 ms

  





  

    		2023-05-28 18:34:32.285732

    		3.7 ms

  





  

    		2023-05-28 19:34:35.383929

    		2.0 ms

  





  

    		2023-05-28 20:34:38.352808

    		2.2 ms

  





  

    		2023-05-28 21:34:40.02355

    		-0.2 ms

  





  

    		2023-05-28 22:34:41.833766

    		-1.2 ms

  





  

    		2023-05-28 23:34:44.312909

    		-0.4 ms

  





  

    		2023-05-29 00:34:47.825879

    		-1.5 ms

  





  

    		2023-05-29 01:34:49.653949

    		1.4 ms

  





  

    		2023-05-29 02:34:51.552468

    		-0.6 ms

  





  

    		2023-05-29 03:34:53.900819

    		3.1 ms

  





  

    		2023-05-29 04:34:57.229773

    		2.7 ms

  





  

    		2023-05-29 05:34:59.233008

    		-0.3 ms

  





  

    		2023-05-29 06:35:02.236599

    		1.4 ms

  





  

    		2023-05-29 07:35:03.73381

    		2.8 ms

  





  

    		2023-05-29 08:35:05.794522

    		0.1 ms

  





  

    		2023-05-29 09:35:08.924687

    		5.1 ms

  





  

    		2023-05-29 10:35:10.546641

    		2.5 ms

  





  

    		2023-05-29 11:35:12.286056

    		3.5 ms

  





  

    		2023-05-29 12:35:14.161358

    		-0.8 ms

  





  

    		2023-05-29 13:35:15.872735

    		-0.7 ms

  





  

    		2023-05-29 14:35:17.320682

    		2.4 ms

  





  

    		2023-05-29 15:35:19.097535

    		0.4 ms

  





  

    		2023-05-29 16:35:21.63963

    		-1.0 ms

  





  

    		2023-05-29 17:35:23.240655

    		1.1 ms

  





  

    		2023-05-29 18:35:25.440096

    		-2.1 ms

  





  

    		2023-05-29 19:35:28.028225

    		-0.5 ms

  





  

    		2023-05-29 20:35:30.007698

    		-0.4 ms

  





  

    		2023-05-29 21:35:31.711041

    		-2.7 ms

  





  

    		2023-05-29 22:35:33.289166

    		-2.0 ms

  





  

    		2023-05-29 23:35:36.268444

    		0.1 ms

  





  

    		2023-05-30 00:35:37.910264

    		2.2 ms

  





  

    		2023-05-30 01:35:39.631771

    		-1.8 ms

  





  

    		2023-05-30 02:35:42.987673

    		1.9 ms

  





  

    		2023-05-30 03:35:44.839535

    		0.1 ms

  





  

    		2023-05-30 04:35:48.403272

    		-0.1 ms

  





  

    		2023-05-30 05:35:49.999751

    		0.3 ms

  





  

    		2023-05-30 06:35:51.694047

    		-1.8 ms

  





  

    		2023-05-30 07:35:53.273758

    		0.7 ms

  





  

    		2023-05-30 08:35:54.895028

    		1.7 ms

  





  

    		2023-05-30 09:35:56.444778

    		0.7 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



  

  

    		2023-05-30 09:11:29.213 UTC

    		192.71.100.250

    		Andrew Gordon (AG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-05-10 13:00:54 UTC.

  

  

    		2023-05-30 10:32:10.893 UTC

    		193.10.65.60

    		Bjorn Tidbeck (BT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-30 10:33:01.054 UTC

    		193.10.65.60

    		Bjorn Tidbeck (BT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-05-10 13:00:54 UTC.

  









